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The access time of a sequentially accessed
memory is-

SRS T FANT BT access time EIdT
g -

(1) Same as that of a RAM 1) WD NN
(2) Less than that of a RAM 2 WITu
(3) Higher than that of a RAM 3 ¥\H o T wrEr
(4) Same as that of a ROM @) 9P WR
3. Which was the first computer based on 2. WIS URIF IENRA WM FREER B Wl
stored program concept? 87
(1) ENIAC (1) ENIAC
(2) EDVAC (2) EDVAC
(3 UNIVACI (3) UNIVACI
4 IBM-701 4 1BM-701
3. Which register holds the address of the 3. Ufdcd ¥ dwu fbu Wrew 3 gw
active memory location? hold (SR fawar wimr 872
(1) Instruction register 1) SEEFE RN
(2) Program contro] register () WUE Bod el
(3) Accumulator register %)) QW R
(4) Memory address register @ N Tea e
4. Which one is an open — source operating 4. = A 4 g ORI R 9N
system? a1 g?
(1)  Unix (1) Unix
(2) Windows (2) Windows
(3) Linux (3) Linux
4 MS-DOS 4 MS-DOS
5.  Virtual memory is- 5. odjere WENT BRI B —
(1) An extremely large main memory 1) <SS q= FHRI
(2) An extremely large secondary
memory y g (2 9@ s FdEe 7
(3) An illusion of an extremely large @) org< <3 JEN BT W
memory
(4 A type of memory used in super @ YR TYXR 4 7PE BN awel
computers AR BT TP TR
6. The processing speed of CPU is closer to 6. CP.U. @ TRART wis fow B
which memory? ToEIE Bl 87
(1) Cache Memory O IR
(2) Random Access Memory ) Y=° VEEd R
(3 Read Only Memory @) < Sl FEN
(4) Virtual Memory @ -C‘—Elm L
7.  Mapping of file is managed by- 7. 5l wEa B TFREY TalRed B € —
(1) Virtual Memory (1) e T8 g
(2) File metadata () wIRa AT R
(3) File system (3) wEd R 8N
(4) None of the above @ SR A d B T
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10.

11.

12.

13.

14.

............ are often used where very rapid 8.
access is required, where fixed Ilength
records are used and where records are
always accessed one at a time.

(1) Direct files

(2) Indexed sequential files
(3) Indexed files

(4) Sequential files

What else is a command interpreter called? 9.

(1) Prompt

(2) Kernel

(3) Shell

(4) Command
Which of the following is an example of a  10.
real time operating system?

(1) MAC

2) MS-DOS

(3 Windows 10

(4) Process control

Which of the following is false with respect 11,
to TCP?

(1) Connection — oriented

(2) Process —to — process

(3 Full - duplex

(4) Unreliable
Which of the following is correct IPv4 12.
address?

(1) 128.64.00

(2) 01.200.128.123

(3) 300.142.210.64

(4) 10110011.32.16.8
Protocols are set of rules to govern- 13.

(1) Communication

(2) Standard

(3) Metropolitan communication

(4) Bandwidth

The Internet’s application layer does not 14.
include which protocol?

1) SMTP

(2) HTTP

3 FIP

4 UDP

....................... Bl 981 Ug9d ol oI
A g AR 3 FavEar g, W8 W™
e oS @ Rals W & w9 o'l W
T P IR # 1w Rofd afmia fea
R B

(1) Direct files

(2) Indexed sequential files

(3) Indexed files

(4) Sequential files
DS ey o A I T ¥ W
ST T 27

(1) Prompt

(2) Kemel

(3) Shell

4) Command

R ex¥ mfeT Rreq & A & 9
DI T SETEN0T 27

(1) MAC

(2) MS-DOS

@ fv=ET 10

@) W B

TCP & daf 4 91 ¥ ¥ & w71 s &7

1) FgEE ARIRE
2) SRR
3) g
@) RvTEEE
1 4 9 B9 W 9 IPv4 T 27

1) 128.64.0.0

(2) 01.200.128.123

(3) 300.142.210.64

4) 10110011.32.16.8
Uicield, St Pl &1 OE 6 g 98
fraa! fraifa oear &2

1) FgFEIE

() w9 F

(@) FOfa s

@) defasy
FCC B TN AW PN ¥ Hield
oI Ao 81 avar 87

1) SMTP

(2) HTTP

(3) FTP

(4 UDP
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15. The FTP commands from client to server 15. FTP Fidw gas< § Wk oo Wegem” 4
and replies from server to client are sent IR ¥ TR o b9 Biie # o
across the control connection in which FIRM &N A9 O 87
format? (1) 4-bit ASCII Format

(1) 4 -bit ASCIH Format (2) 7 -bit ASCII Format

(2) 7 -Dbit ASCI Format (3) 6—bit ASCII Format

(3) 6 bit ASCII Format @) 8- bit ASCII Format

4) 8-bit ASCII Format

16. How many bits IPv6 uses for IP address? 16. IPv6, ams. W Usq @ fow feaw few

R BT 87

(1) 64-bits (1) 64-bits

(2) 128 -bits (2) 128-bits

(3) 32-bits (3) 32-bits

(4) 256 -bits 4) 256-bits

17, e, protocol provides for logical 17. RRI=T hosts R Fem drel Vel MRS
communication  between  application D T TED BRIADI L e EEIR]
processes running on different hosts. ERT Yer {&ar ST 21
(1) Transport layer (1) <REE R

(2) Network layer )] JeTE oRR
(3) Session layer (3) [ AW
(4) Datalink layer @ = fRiF "N

18. What layer in the TCP/IP stack is equivalent 18. OSI i@ 3 TR R & Giged
to the Transport layer of the OST Model? TCP/IP W H BHIFTE! AR e 87
(1) Application (1) Application

(2) Host to host (2) Hosttohost
(3) Internet (3) Internet
(4) Network Access (4) Network Access

19. Which of the following are True for the 19. = # ¥ TCP/P Reference Model & forg
TCP/IP reference model? DI G P TA 87
(i) The TCP protocol divides the large () TCP 3 W= & IP e @

message into a sequence of packets of it el 4 fawaa oar 21

an IP packet. () IP dciad womi o dfeel #
(ii) The IP protecol is used to put message S CRIR
_ into the packet. ) (i) T IS § 5w R D wh

(i) It- is necessary for all packets in a Hfre & TR Ao T U5 & o
single message to take the same route e
each time it is sent. )

(iv) The packets are passed from one (v) e W qD qgi[ﬁ( o e
network to another until they reach T ea q E;a% T TH B A
their destination. S |

(1) (@) and (iv) only @ )R ) D

(2) (), (ii) and (iv) only @ ), @) 3R (iv) B

(3 (@, (i) and (iii) only (3) (), (i) 3 (i) e

@ Al (), (i), Gii) and Gv) @ 0@, di), Gi) AR Q)
05 - I Page 4 of 24
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20. Which port is used by DNS protocol? 20. DNS Vicidiel ERT SI9 &1 U Ygaq e
ST &7
1) 80 1O 80
2) 21 2) 21
3) 161 (3) 1el
@ 53 @ 53
21 e, is the practice and precautions 21. TedaM ERN @ IERGT AR,
taken to protect valuable information from RSIST, UHSIHR0, ol € B § v
unauthorised access, recording, disclosure or B B o0 ST U9 gl @Y
destruction. HE Wl 2|
(1) Network security (1) <T@ Ra
2) Databasc. security‘ 2 seR" e
A3 Inforgahon se.cunty (3) O GRET
(4) Physical security @) A T
22. Which of the following is an independent 22. = ¥ B & Wua AP TUE &
malicious program that does not need any forme! el B T 9 aravasar <5t
host program? Tl 87
(1) Trap Doors (1) Trap Doors
(2) Trojan Horse (2) Trojan Horse
(3 Vims (3) Virus
(4 Wom 4 Worm
23. A malware program that hides its true natiee  23. 9§ BN T ‘g;,"ﬂﬂ*lT‘Iﬁ U 8, S e
and reveals its designed behaviour only TwdE gHia B U @A T W
when activated, is called? T B9 W S T @R o I
T 87
(1)  Trojan Horse (1) Trojan Horse
(2) Adware (2) Adware
() Spyware (3) Spyware
4 Worm 4 Worm
24. 'Which of the following refers to exploring 24. 3lFMeisd IRV U9 feferes  #ifear
the appropriate, ethical behaviours related to wewH R e w@Er 5N SRT dene
the online environment and digital media I T HET SIal &7
platform? 1) ER @
(1) CyberLaw 2 vER R
(2) Cyber Ethics @) TER RS
(3) Cyber Security
(4) Cyber Safety @ e
25. The..ooooenen. attack is known as attack on 25, ... B B MERA N Sl D WY
confidentiality. ST I 2 |
(1) Interception (1) Interception
(2) Modification (2) Modification
(3) Fabrication (3) Fabrication
(4) Interruption (4) Interruption
05 - IEI Page 5 of 24




26. ‘This attack can be deployed by infusing a 26, I UPR P AU (attack) CERIE
malicious code in a website’s comment PAT AT H Q‘TTEFH‘{U’[ DS Dl THY N
section. What is “this” attack referred to Trar & ®1 39 (attack) B T BEl T
here? &

(1) SQL injection (1)  SQL injection

(2) HTML injection (2) HTML injection

(3)  Cross Site Scripting (XSS) (3) Cross Site Scripting (XSS)

(4)  Cross Site Request Forgery (XSRF) {4) Cross Site Request Forgery (XSRF)

27. A hacker who attacks system to conduct 27. ed® A FTXIC Nl B N Riwed
terrorist activities via networks or Internet N qHparR TR o ol
pathways is called- AT Pl FFR el Sl §

(1) Ransomware (1) FEIRER
(2) Cyberwarfare Q) ERIRDIX
(3) Hacktivist 3 tofefaw
(4) Cyberterrorist @) TEeeRRE
28. Information security performs which 28, I GRET BT W P G HH €7
function? (1) e gR1 Wi ¢d Wged ser
(1) Protecting the data an organization BN GRE F
collects and uses. 2) eI EN 9gw e &1
(2) Safeguarding the organization’s FT|
technology assets. @) eI 3 @ o @ aud A1
(3) Protecting the organization’s ability
to function. 4 Wf é:l;:ﬁ
(4) All of the above @
29. DoS attacks are caused by.............. 29, DoS EH.covoren D BT B B |
() Authentication 1 yAmliER
(2) Alteration 2) uReEH
(3) Fabrication 6)) RS
(4) Replay attacks @ I T

30. The........... nethod is used for hiding 30. TERN B UM T T worcermmomnen fafy
information. W &I o B
(1) Cryptography ) BeEm

() Integrity @ g
(3) Steganography (@) WEEE
(4) Confidentiality @ FERRARE

31. The application of computing and network 31. H¥gET Td Yeqd AOEM @ SIUAN
resources to try every possible password e gN UNdE B TP T
combination is called a............. (combination) ¢ waw {Fa1 S ®

Bl HEd B
(1) Brute force attack 1) ¥ o D
(2) Dicticnary attack () e CH
(3) Rainbow tables (3) e aroll
4) Social engineering (4) e AR
05 - M Page 6 of 24
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Which one is an authentication mechanism?

32. 32. F=1 § € wliewer @ oRiyomel (69)
BT W &7
(1) Something you know (1) Something you know
(2) Something you have (2) Something you have
(3)  Something you are or can produce (3)  Something you are or can produce
(4)  All the above 4 SRF T
33.  Which one of the following is usually used 33, Wi—Fi &% ufhar & gmmaaar 9 fogar
in the process of Wi — Fi hacking? WY fdar @ 57
(1) Aircrack-ng (1) Aircrack-ng
(@ Wireshark (2) Wireshark
(3) Norton (3) Norton
(4) All of the above @) SWgd T
34. In system hacking, which of the followingis 34. Rrea v & Skm f= 3 @ @39 w1
the most crucial activity? YU B BT 37
(1) Information gathering (1) I TR HET
(2) Covering tracks (2 FafT gag
(3) Cracking passwords () UNgS e
(4) None of the above @) SR F Y P 9
35. Which one is the easiest method of cracking 35, =1 & & el @ Tmes o1 ey
someone’s password? 94 IraM Ay oF o £2
(1) By Guessing () 3FAE & gN
(2) Brute Force attack () Ic BN P ER
(3) Rainbow table attack (3 Y& Ol sidw g
(4) Dictionary attack @ e ads e
36.  Which of the following is the least secure 36, 4= ¥ & wiowT & Wad oa QG
method of authentication? ARy =i < 87
(1) Keycard L o e
(2) Finger print (2 TR
(3) Retina pattern (3) ~fewr ted
(4) Password @) URES
37. If an attacker manages to get an application 37. ¥l BIg AEHHS (attack) el gy B
to execute an SQL query created by the T T, MG g MG SQL query
attacker, then such attacks are called BT execute AT £ O 39 UBR B attack
R L2 el W B
| (1) SQL attacks (1) SQLI®
| (3) SQL usage attack @) SQL?II;Q'GI e
| (4) SQL destroyer attack
| 4) SQL ¥ERR aitw
38. Which password — cracking techniques is 38. & & ERT fW § ¥ Uras e o
used by hackers? B O GGG TYa B ol 87
(1) Phishing (1) Rt
(2) Social engineering 2) I IR
(3) Malware (3) ¥ERR
(4) All of the above @ SR ol
05 - Page 7 of 24




KL T is a weakness that can be 39. .o 16 UHR B BAGR] Wl S
exploited by attackers. ERT YT &F 9K &
(1) System with virus (1) e 9IRw @ 9
(2) System without Firewall (2 Trees orRdld @ 4
(3) System with vulnerabilities (3) R Seraml &
(4) System with strong password @) Rieq aogg e & 9l
40. Enumeration is dome to gain information. 40. Y&l WK % & folg TR B iG]
Which of the following cannot be achieved 21 Fe ¥ 9 oo @ BRI feeet
using enumeration? &5 5T &1 AFar &7
(1) 1P Tables (1) e, 9 are
(2) SNMP data, if mnot secured () SNMP =l I SRa wE ¥
appropriaiely ﬂ'\fﬁ?{ﬁ TS far T B
(3) Private chats @) WEE I
(4) List of username and password @ I v T qres TR @) R
policies i
41. Which of the following is not a limitation of 41. FF ¥ ¥ Bivar wIZa I=IRa gRed™
file — based approach? BT IR TS E?
(1) Separation and isolation of data (1) SIS BT G Td Yaid
(2) Duplication of data (2) S B fifer
(3) Data dependence (3) s et
42, e describes what data is stored in 42, SERY ¥ GURT SR (@ 6 7Y qWY
the database and the relationship among the @l o9 BRI dftg f&ar
data.
(1) Conceptual level ST & |
?) Internal level (1) Conceptual level
(3) External level (2) Internal level
(4) Physical level (3) External level
(4) Physical level
43. The overall description of the database is 43, SRHNE & T [T B ..o Tl
called- e 8 |
(1) Database mapping 1) seEg it
(2) Database Instances () <ERY N
(3) Database schema (3) <TRRY W
(4) Data Independence @) == sRis"
44. The operation which is not considered a 44. 7 # ¥ Relational Algebra W1 BITel
basic operation of relational algebra is- Rl WishaT Tl AT S 87
(1) Join 1) wEA
(2) Selection 2 RewEs
(3) Union 3 ;ﬂ%rq:[
(4) Cross product 24; T Oiede
45. Which of the following is not a record — 45. B # 9§ oW @ ReiS amRa
based data model? Hied & 87 '
(1) Relational data model 1 Reemd s dsa
(2) Entity —relationship model ) T Rozeia Hiea
(3) Network data model (3) "icad s Hisd
(4) Hierarchical data model @) FofEea s dted
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46. . s the process of maximizing 46, &4l @8 @& = T # sRR @
the differences between members of an AT g¢ 99 faf= el © w
entity by identifying their distinguishing AAFTH I B Bl FET Il
characteristics. &=

(1) Generalization 1)  TERAS
(2) Composition () wues

(3) Aggregation @) TEHE
(4) Specialization @) T

47. Arelationisin........... ,if and only if, every 47. TP TRH oo 7 B, 3k Baa

determinant is a candidate key. TP IS e @ Beee o @l
(1) Boyce—Codd Normal Form (1) Boyce—Codd FHal BIH
(2) Third Normal Form () Si9e B
(3) First Normal Form @) wH A e
(4) Second Normal Form @ fodm =tla off
48. What is a relational calculus? 48. ReleFa dagaa @1 87
(1) Itisakind of procedural language (1) YshaHS AT BT T THR
(2) Itis anon - procedural language 2) IR UREITS YT 9 U6 U6R
(3) Itis ahigh level language (3) U% I=g W1 WET
(4) Itisadata definition language @) TP e e AT
49, 'The........... of a relation is the number of 49, A HWET BN oo, T WA
tuples it contains. O Pl G& ¥ B
(1) Degree @ f&h
@ Domain @ <
(3)  Cardinality () oAl
4) Atribute @ e
50. Atableisin3NF,ifitisin2NFandifithas 50. U& wwell 3NF ¥ &rft, oft o2 2NF § &
no............ LGS A Gl
(1) Functional Dependencies (1) Functional Dependencies
(2) Transitive Dependencies (2)  Transitive Dependencies
(3)  Trivial Functional Dependency (3) Trivial Functional Dependency
(4) Muiltivaiued Dependencies (4) Multivalued Dependencies
51. In cryptography, what is cipher? 51, T & d=of F aEwR @ 87
(1) Algorithm for performing (1) Encryption T§ decryption I
encryption and decryption perform F & 10 TiRe™
(2) Encrypted message 2) TS Uew
(3) Both algorithm for performing (3) Encryption U§ decryption @i
encryption and decryption and pefform T F TERYM d
encrypted message st How O
(4) Decrypted message @) ffres g
52. DES Follows- 52. DES 3799 &Rl § —
(1) Hash algorithm (1) =% GeiNed
(2) Caesars cipher (2)  Caesars HEHY )
(3) Feistel cipher structure (3) Focae TRHY we
(4)  SP Networks 4 SP T
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53, Till when was the RC4 algorithm kept a 53, RC4 T@lIReM &I &4 a® & W@ T
secret? o7
(1) 1990 (1) 1990
@ 1992 (2) 1992
@ 199 3 1996
@ 1994 @) 1994
54, Suppose in RSA, p=11and q =19, taking 54. # ¢ RSA Hp=113R q=19 %,
e = 17, apply RSA algorithm to encrypt a e =170 &Y, M=3593W 3 e
message M = 5 and find the cipher text F foN, RSA TiRed iU B 3N IEH
TR @il —
1 C=80 1 =380
20 C=102 @ =102
@) C=64 (3) wi=64
@ C=I13 @ ®=13
55. PKI stands for........... 55. PKI &I 3ifoud § —
(1) Proxy Key Infrastructure (1) Proxy Key Infrastructure
(2) Public Key Infrastructure (2) Public Key Infrastructure
(3) Public Kinetic Infrastructure (3) Public Kinetic Infrastructure
(4)  Private Key Infrastructure (4)  Private Key Infrastructure
56. Digital signature is created and verified 56. TSINCH TWER .o % gN i w@
USIDE vevvveereennnae Tt 5 o 1
(1) Program (1 wFm
(2) Graphical coding @ e PR
(3) HIML (3) HTML
@)  Cryptography @)
57. Which of them is not a major way of 57. E-mail Gal &1 g0 & 7T # @ s
stealing e-mail Information? T (major) T & &7
(1) Stealing cookies 1) Gy o
(2) Reverse Engineering (2 Ra<d At
(3) Password Phishing (3) uweEs ¥
(4 Social Engineering @ e IfEite
58. When a hash function is used to provide 58. WeW @ WfiGRw & oY W A B
message authentication, the hash function B Ygeq {61 9T § 99 39 Bod 9
value is referred to as - B G (referred) AT oM 8 —
(1) Message Field (1) <ewad
(2) Message Digest () ¥ SEuCT
(3) Message Score G) 9 R
4) Message Leap @) wm ey
59. Another name for message authentication 59. T TATNBT BIE B oo =
codes is- J off SIT T 2
(1) Cryptographic codebreak 1) HeTe aeds
(2) Cryptographic codesum Q) Beuive Biew
(3) Cryptographic checksum @) Bewihe JewH
(4) Cryptographic checkbreak @) Frumtse Jeie
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60. What are the different ways to classify an 60, F5¥™ fecaem Rmed (IDS) & Tffevor
Intrusion Detection System (IDS)? T @ A= W 39 ¢ 7
(1) Zone based (1) T SR
(2) Host and network based (2) HostTd Jcas arenRd
(3) Network and zone based (3) -cad @ 9 mRa
(4) Level based @ =R IERT
61.  Software that enables a user to obtain secret  61. I8 WITCIWR Tl WG BT TR HFYEX B
information about another computer’s Tfafaftrt St o LT B U P §
activities - HERS BIAT & —
(1) Malware (1)  HeaRR
(2) Adware @ TSR
(3) Spyware (G) WEIR
(4 Trackware @ ERR
62. Which of the following malware do not 62. =1 & ¥ BT T AN HHAY & BRI
replicate or reproduce through infection? T qiee e g i g 27
(1) Worms (1) Worms
(2) Trojans (2) Trojans
(3) Viruses (3) Viruses
(@)  Rootkits 4 Rootkits
63, e field in the “Portable Executable” 63. “Gicqdl (IR H oo Bies B
needs to be executed first by windows qqic o W4T F% & T Ted i
executable for addressing intrusion. Qﬁ?{éﬁf gN et = @
(1) Starting point SR 5 |
(2) Point of origin @ Stefrting po.in.t
(3 Thread origination point (2) Poimtoforigin
@  Entry point (3) Thread o.ngmatmn point
(4) Entry point
64. A program that deletes all the data from 2 64, 98 UM W YR W N GH ST B
computer is- T FRAT &
() Virus (1) Vims
) Malware (2) Malware
(3) Adware (3) Adware
(4) Sweeper (4) Sweeper
65. Thekey benefits of malware analysis isfare- 65, HTeldeR IR & T oM & —
(1) Assesses the damage from a (1) Y& B $ THAE BT HoA
security threat HET
(2) Identify the source of attack Q) IHIY B T DI U BT
(3) Identify the vulnerability of the @) WERR H Yol ® ugEs
malware BT
(4)  All of the above @ R @
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66. Which one of the following is/are a feature  66. A § ¥ APK Tool &I fauma 919 &
of APK Tool? &7
(1) Rebuilding decoded resources back (1) Decoded Hid & T T A
to binary i e
(2) Helping with repetitive tasks @ RRT e ¥ wEmar B
(3) Organizing and handling APKS that (3) HAeE Siw | PR APKS @i
depend on framework resources aaRerd AT T8 GHIET
(4) All the above @ <R e
7. Which component of android architecture 67. Android W= B BN W HCH AN
provides an abstraction layer between U4 & ©UShi © W abstraction layer
hardware and other components? YEM Bl 7
(1) Linux kernel (1) Linux kernel
(2) Application framework (2) Application framework
(3) Android Runtime (3) Android Runtime
(4)  Applications (d) Applications
68. The sandbox is related to which type of 68. Sandbox & W™ fFH THR & HeWR
malware analysis? forgeimor 9 87
(1) Static malware analysis 1) Rer TR e
(2) Dynamic malware analysis @ g TedER e
(3) Both static and dynamic malware @) Rer @ wfvdia AR f[ge
analysis <l
(4) None of above @ SR ¥ B T
69. Which of the following static code analysis  69. 1 # ¥ T & fer @ie fawww g,
tool perform language specific security Oy A gRen Rvewwr @ guiled
analysis? HaT 87
(1) PVS-studio (1) PVS-studio
(2) Deepsource (2) Deepsource
(3) RIPS Technologies (3) RIPS Technologies
(4) None of these (@) SWadH ¥ Bis Bl
70. ‘Which of the following isfare the advantages 70, =i # ¥ STRIGRT & P 4 oM 87
of virtnalization? (1) Cross-— platformﬁ&?rﬁf“f BT TR
(1) Support cross — platform analysis @ fen dic®E T/H &=
(2) Provide system protection @) ey oRew wdl P AL 9
(3) Easily creates ideal testing R T
conditions @) S T
(4) All the above
71. Machine learning is a subset of......... 71. Machine learning {91 SUHY=E (subset)
8?
(1) Datalearning (1) Dataleamning
(2) Artificial Intelligence (2) Artificial Intelligence
(3 Deep learning (3) Deep learning
(4) None of the above @) SR H A DE T8
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72.  Among the following option identify theone 72. = fdFedi § &9 & Aoy Wwy @

- - famer e &2
which is not a type of learning? (1)  Supervised learming (RFIRFH
(1)  Supervised learning €ie)
(2) Unsupervised learning (RFFRFT
(2) Unsupervised learning Girg)
(3  Semi unsupervised learning ®) Sﬁenuﬁ‘ u$nsu$p CW;SCd learning (sl
(4) Reinforcement learning (ZE) Reinforcement learning (ggeraur
AEI)
73.  ..........bytes size data is called Big Data. 3 qIgc APN & I B @97 e
LRSI
(1) Tera () <
(2) Giga 2
(3) Peta @) e
4 Meta @ ¥
74. The decision tree algorithm reaches its 74. Decision tree TENReM a0 T o
destination using- TR HYG TEa B
(1) Single Test (1) Single Test
(2) Two Test (2) Two Test
(3)  Sequence of Test (3 Sequence of Test
(4 Notest (@) Notest
| 75. What is the disadvantage of decision trees? ~ 75. Decision trees & 19 9 disadvantage &?
| (1)  Factor analysis (1) e favawor
: (2) Decision trees are robust to outliers (2) Decision tree STEN RSP & PRUT
(3 Decision trees are prone to be & iy
overfit () Decision tree overfit ! IR YT
(4) All of the above @ SRET Wl
76, Identify the different features of Big data 76. f97 <reT fivone & Romawi @
analytics- ufg=eg —
(1) ger
(1) Open source 2 <Er Read
(2) DataRecovery () RS
(3)  Scalability @) SRTT o
(4) All of the above
77. How many V’s of Big Data? 77. BigswEl @ THad Vs &2
@ s @ 5
@ 4 2 4
@ 2
3@ 2
@ 3 @ 3
78. Amongst which of the following isfare not 78, &= ¥ @ @} @ Big Data T@-iia) =81 27
Big Data Technologies?
(1) Apache Hadoop (1) Apache Hadoop
(2) Apache Pytarch (2)  Apache Pytarch
(3 Apache Kafka (3) Apache Kafka
(4)  Apache Spark (4)  Apache Spark
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79. Al of the following accurately describe 79. = § ¥\ Hadoop &1 P e wWa 4
Hadoop, EXCEPT- quiF TE} HT 87
(1) Open source () 39 99
(2) Distributed computing approach @ EiEcs HAGLET aE
(3) Java-based (@) wE—emEIRa
(4) Real time @ ﬁ-qa_ag-q
80. Which of the following is not a supervised  80. f= 3§ 9§ @9 4T supervised learning T8
learning? F?
(1) Naive Bayesion (1) Naive Bayesion
(2) Linear Regression 2)
(3) PCA (3) PCA
(4)  Decision Tree (4) Decision Tree
81. What is the primary goal of an Ethical 81. Ethical Hacker @1 & ST FT B 7
Hacke? | © T b A Raw B Red @
(1) Determining return on investment SuiRT we
for security measures < .
(@)  Avoiding detection g; %%’;}%ﬁg’%a -
(3) Resolving security vulnerabilities 4 FoId B e BT
(4) Testing security controls @ g
82. ARP poisoning is also known as- 82. ARP poisoning Fi 3R FaT F&T WKl &7
(1) ARP poison routing (1) ARP poison routing
(2) ARP cache poisoning (2) ARP cache poisoning
(3) ARP spoofing (3) ARP spoofing
(4) All of the above @
83. What is the -prefered communication 83. botnet W Rredl & gF gdlel
method used with systems on a bot-net? FRIFE fafey B df 27
1) IRC @ IRC
(2) E-mail (2) E-mail
(3) ICmp (3) ICMP
4) TFTP (4) TFIP
84. The maximum length of an SSID is.......... 84, TP SSID ) Sfeid T B B |
(1) 64 characters v 6T
(2) 16 characters @) 16T
(3) 32 characters @) 32
(4) 8 characters @ sgu
85. An Ethical Hacker is asked fo perform a 85. Fthical Hacker & @@iee & fog
penetration test for a client and all he has penetration test & B g FEr Wk 8
received is a URL. What kind of test is this? U4 SUP ¢&F URL Wi =il 8] I8 g
_ _ YR BT TG 27
(1) White box penetration Test (1) White box penetration Test
(2) Black Box penetration Test (2) Black Box penetration Test
(3) Black hat hacking fest (3) Biack hat hacking test
(4) None of these @) SR Y T
86. Which of the following isfare the type of 86. ¥ ¥ ¥ Firewall BT ¥&R B &I 14
firewall?
(1) Packet filtering Firewall O e et HrOEA
(2) Dual homed gateway Firewall Q@ T e led BRRGId
(3) Screen host firewall @) W e BRI
(4)  Dual host firewall @ I 2 RN
05 - Page 14 of 24




87. The term “Zombie Devices” is related to  87. “Zombie Devices” U b9 YoR/GFR
which type of DoS (Denial Of Service) DoS (Denial Of Service) attack & iy &7
attack? (1) THBTE o TS e

(3] Appl%cation—la_'yer Plood_ attack ) %@3@3 R s Wiy
(2) Distributed denial of service attack e

(3)  Unintended denial of service attack @) IERs e o uiie oo
(4) None of these @) SR B T

88. Wired Equivalent Privacy (WEP) protocol 88. WEP (RS 3@dldoe Wiged)) wicsia

uses encryption at which Iayer? %ncryption B 59 R W S9N R

?

(1) Network layer 1) T R

(i; g'ession ?ller (2 9IF W

ransport layer R
§4) Data IIi)nkla;er 8; SIeT mﬁ'ﬂi’w
89. What s botnets? _ 89. Botnets T &7
(1) Attackers build a network of hacked (1) Attackers §RT hacked W30S1 &7 &
machine Sca® ST

(2) Atype of DoS (Denial Of Service) (2) DoS & U& WHR (Denial Of

(3) A type of antivirus Service)

(4) None of these (3) Antivirus BT UV UHR
@) SwE A g T

90. 'Who is also known as “Crackers” jn Ethical 90. Ethical Hacking ¥ “Crackers” & = ¥

Hacking? B T I &7
(1)  White Hat Hackers (1) White Hat Hackers
(2)  Black Hat Hackers (2) Black Hat Hackers
(3) Grey Hat Hackers (3) Grey Hat Hackers
(4) Red Hat Hackers (4) Red Hat Hackers

91. The NTSC stands for — 9. GIATEHE. FT R pef 77

()] gaﬁonilte Telescope  Standard @) FFE R e FId)
o
(@) National Television Standard @) T ST RS B
Committee (@ e e wd
(3) National Talent Search Committee @ SR F B A TE
(4) None of the above

92. The specified frame rate as per PAL 92. Wigya. wFdi @ oy FidE B9 < o
standard is — 8
(M) 25FPS (1) 25FPS

(2) 30FPS (2) 30FPS
(3 80FPS (3 80FPS
(4) 36FPS (4 36FPS
93. A video consists of sequence of .............. 93. Te dieEl 4 = A 4 5w @1 oen
BT &7
(1) Frames 1) w=
() Signals @) R
(3) Packets @) fac
) Slots @ wie
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94, Which amongst the following techniques are
useful for detection of a manipulated image?
(1) The analysis of abrupt changes in
the outline of an object in the image
(2) Checking the exif data of the image
(3) None of these
(4) Both (1) and (2)

95, Motion blurring in the video is due to —
(1) Movement of camera
(2) Motion of vehicle
(3) Fluctuation in electricity
(4) Issue in camera lens
96. Which of the following is the first and
foremost step in image processing?
(1) Image acquisition
(2) Segmentation
(3) Image enhancement
(4) Image restoration

97. A video digitally edited to replace original

subject with another subject is termed as —

(1) Digitally fake
(2) Metadata
(3) Deep fake
(4) Animated Video
98. The properties of on optical image can be
altered by —
(1) Selectively adding spatial filter
(2) Selectively removing certain spatial
frequencies
(3) Both(l)and (2)
(4) None of the above

99, The JPEG stand for —

(1) Joint People Expert Group

(2) Joint Photographic Expert Group

(3 Joint Principal Expert Group

(4) None of the above
Which amongst the following are open
source tools for enhancement of voice
samples?

(1) Goldwave

(2) Audacity

(3) Praat

(4) All of the above

100.

94.

95.

97.

98.

99.

100.

fyfaRe 4 4 fod Y g1 &/ &R B

TS B ST TG AT SI6T 57

@) ol § ol g A wY o A
A GRaa Bl fageiuer Gve

@) BRI B exif Sl B FF To

@) T A P T

@) SR (DT 2)

Aifsar ¥ e AR =i g 82

(1 IRV

() g o A"

3) TRl @ afere & R

@) WD EHTH

frefafag § ¥ oF @ 3o ARRET H

Tee 3R W99 AeaqT Hed &7

) T TR

(2) T

(3) W TR

@) T WM

7 g o 5l o v & geed @

i RfSes ©U ¥ dwld 4R & T

HET oIl 87

@) fefiea wa | TP

(2) #eI s

(3) <uoE

@ utrcs R

% aifcha Bf§ & IO B ggan S

qHaT & —

(1) g enfe fe s

2) BB WG AERAT B gRa wa
I g N

(@) SR ()T Q)

@) SR FF B W T

JPEG v T 3 & —

(1) Joint People Expert Group

(2) Joint Photographic Expert Group

(3) Joint Principal Expert Group

@ SRE T DS A Tl

PR § 9 e & Tee o &

A O GfreRR BT SR [l Sl

2

(1) Tiles 99

2 JERE

@ e

@ SR e
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101. Which amongst the following chipsets 101. FFifoReg § 9§ o9 @ Re T
cannot be used in Apple devices? Sasas ¥ swme e A o wear £?
(1) Kirn (1) SR (Kirin)
(2) Tensor (2) <89 (Tensor)
(3) Exynos (3) TN (Exynos)
(4) All the above @ SWIFT T
102. A file system Dump is — 102, g e e80T A Far &7
(1) Hybrid of logical -extraction and (1) <fved Trae®RE 4 wprd
scroll analysis T T BEfee
(2) Hybrid of physical extraction and (2 WiSoa wgam 9 dfed
logical extraction THILER Bl TEise
3) Logical extraction 3 m Wﬁ
(4)  Only physical extraction @) Fad RefTpe TrRISae
103. Each mobile handset is uniquely identified 103, T® Hase &eie & Y sRAGY @
by — &7
(1) IMEI number 1) JTETEIIAE. T
(2 Model number (2) dAled TN
(3) Name of the device 3 a9 M
(4) Modal Type @) dfed ey
104. The deleted data from any mobile phone can  104. AiqIgd B ¥ T 53 S1e7 @7 5y BT
be extracted with a method — &R fredor 9 g e e W W £7
(1) Logical Extraction (1) <RTea e
(2) Scroll Analysis 2) hid faamor
(3) Physical Extraction 3) e i
(4) File system Extraction @ i R sy
105. The term GSM and CDMA denotes — 105. SITNYA 9 WIIUHY. BT o dread &7
(1) Network Types (1) T R
(2) Sim Cards @ ™o
(3) Temporal analysis (3) <HRa e
(4} None of the above @ SWe ¥ A P f
106. An open source mobile operating system 106. UH AU WE AEES ARET Reg o
based on Linux 2.6 kernel and is owned by A 2.6 Bd W SEIRG 9 59D
Google — i [ S TN E —
(1)  Symbian A R
(2) Android Q@ Tsihe
) 108 @) o o Tw
4 None of the above @ SR F Y BE A T
107. The use of Faraday bag for keeping mobile 107. feRTcd BRR® wEReH § twR &7 @r
phone in digital forensic laboratory is WA GRS AEIES BN BT ST v 9
recommended to isolate from — g @ &) widy 27
(1)  Electrostatic radiation 1) saRRfes il § a9 3
(2)  Static current 2 Wike 7 | 91 &
(3) Network (3) “IF ¥ 999
(4) All the above @ SR 9
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108.

109.

110.

A tool used for jailbreak supported Iphone is
called as -

(1) Chekra In

(2) Chimera

(3) Pangu8

(4) All of the above

Emergency download mode is a powerful
technique to bypass locked mobile devices
where USB debugging is —

(1) Enabled

(2) Not enabled

(3) Both(1)and (2)

(4) None of the above

A software capable of image recognition
engine, can understand the contents of
images and classifies them according to
categories like drugs, weapon and people is
known as —

(1) MSABive

(2) MSAB Santoku

(3) MSABXRY

(4) All the above

108.

109.

110.

Preafafag 3 Q59 SUew &1 SR
O §F GERid Iphone @ Tord fbam o
Topar 87
(1) = 1n
@) TER
3) 8
@
FUOPRN S WS dde AW
WIS Bl AU X b ol U uEd
T § W8l g T 91 AT -

(1) &M (Enabled)

(2) & <81 (Not Enabled)

@ IREOIQ)

@) SR H ¥ D% @ T

B TEEM S99 A W (@ HfedR
wRE} % 9 ®) 999 g § R 59
fafer SRl S 579 =PRR ofR @t %
SFTER FHiHa H THl &, PEA ¢ —
(1) T YA ve

(2) T T U 4 Santoku

(3) U9 Td XRY

@) SR G4

111. A SAM file in windows computer 111 T Fgex # (@ & g Ry v
specifically stores — q R oWl © —
(1) User Password (1) SIE A INES
@) Registry @ R
(3) Carved Data 3) i T
(4) Al of the above @) SWE a4
112. The hash function SHA — 1 has - 112. ¥ Baed SHA-19% -
(1) 128 bytes (1) 128 9y
(2) 30bytes (2) 30 digcH
(3 20bytes (3 20 d9sed
(@) 10bytes @) 10 915
113. 'What types of signals can network cameras 113. T® Yead Fad B SWEN G wcad
transmit / receive using a single network I g UHR & Rra daika /ura &%
cable? qog &7
(1) Video M e
(2) Audio ) Sifea
(3) PTZ controls @ tRee Fied
(4) All of the above @ SR e
114. The vulnerability in the system is related 114. fed # qeRRRE 3 vl g -
with—
(1) A cyber attack 1) TP WER e
(2) Weakness in the system 2 e d sl
(3) Both(1)and (2) @ 1T @ F
(4) None of the above @) SR Yo & S
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115.

116.

117.

118.

119.

120.

121.

Digital forensics consists of —
(1) Computer Forensics
(2) Mobile Forensic
(3) Cloud Forensics
(4) Al of the above

Who invented computer?
(1) Charles William
(2) Alan Turing
(3) Charles Babbage
(4) None of the above

The techniques used for computer forensics
investigation —

(1)  Cross — drive analysis

(2) Live analysis

(3) Deleted file analysis

(4) All of the above

Write blockers are used to prevent writings
on—

(1)  Suspect drive

(2) Destination drive

(3) Both (1) and (2)

(4) None of the above

The file system found in DVR is —

(1) HFS
(2) YAFFS
(3) APES
(4) FAT32
The FTK imager is used to —
(1) Image the drive
(2) Preview the data
(3) RAM capture
4) All of the above

If a sample call cell ID is 404601070046655
Match the following—

115.

116.

117.

118.

119.

120.

121.

feforee BT F wffafer & —
(1) IR GRS
(2) AaEd BRRG
B TS BRfke
O o SR o
B B ?
1) =ed fafogw
(2 Ter
(3) =y
HRR i
9N el [t -
() »E — T3 fagemo
(2) 39 fawemT
B) f¥eile o 18 BEd o ey
@ SWRT g
VET =B B SN ..., R e 9
T % R e e 2
1) ey g
(2 SR g
(3 SRE (1)T (2)
4 SR Y i A TS
?.ﬂ.m.ﬁwmﬁwmﬁ%w
(1) TIAThTE.
(2) IETUEUETE.
3) TdiTEyw,
4 LA 32
T, SHOR B Y9I e o & —

(1) ¥ gEa TN B fomg

(2) << o UREE

() IR T BN

@ ST w6

M @ T A @ dd D
404601070046655 &, @i F=fafag @r

e Fw gy 98 B9 TEEn -
(A) Mobile Network Code P) 404 (A) H\|5“$Q‘[ CTP PBIE P 404
®) Mobl{e Country Code  (Q) 60 (B) AR B e Q) 60
(C) Location Area Code (R) 46655 C) P TR e (R) 46655
@) CellID (S) 10700 ®) I @ (S) 10700
(1) A-S, B-Q, C-P, D-R
2) B-P, A—Q, C-R, D-§ () A-S§, B-Q C-P, D-R
@ B-P, A-S, C-Q, D-R @ B-P, A-Q, C-R, D-8
@ A-Q B-P, C-S, D-R ) B-P, A-§, C-Q D-R
4 A-Q, B-P, C-§, D-R
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122. Which of the following app does not provide  122. Fferiaa g 4 J B IYaTd TR UG
virtual number? T e 8°
(1) Textnow (1) e TR
(2) Textplus (2) <FEc W
(3) 2ndline (3) 2nd oM
4) Signal @ REF
123. The VOIP service that does not require any  123. fw  diaiiamgd. Jar & SN B
e-mail or phone number for registration to TR & R B9 TR T A7 @l
use is — JaEgl Tl & —
(1) Signal 1) R«
8; g‘{kf;?app @ diet]
e
(4) Wickmme % %
124. When a suspect is using TOR, then on 124. Vi Big ™ TOR &I TR B @I
analysis of IPDR, how can we confirm for & ol IPDR & 9 &< &1 34 39 9
the same? H gRe TN THA o7
(1) By analysing the source port 1) < U o favemT v
(2) By analysing the destination port @) <ReqTH U @ oo Tva
(3) By analysing the public IP (3) udefie aE W & T BB
(4) All of the above @ SR T
125. ‘The term IPDR stands for — 125, IRAHIR 7L T 3 & -
(1) Intellectual Property Detail Record (1) Intellectual Property Detail Record
(2) International Public Domain Record (2) International Public Domain Record
(3) Internet Protocol Detail Record (3) Internet Protocol Detail Record
(4) None of the above ()] IR § 9 DY Tl
126. The best indicator of phone/s being used in  126. A § TREE BN e B B |eH 37T
JAILis - HHad § —
(1) Multiple IMEI and many cell ID in @) VEIR T e AEias
CDR ok % Ger g @
(2) Many cell ID and multiple IMSI in @ dSdaR F o€ da 9 & L
CDR
(3) Both (1) and (2) ) F‘mﬁgg e
(4) Nore of the above @ R Y oE @
127. 1% 68 digits of IMEI number is called as— 127 STSTAZE. & U 6-8 3 T 8 -
1) TAC (1 <R
(2) MAC () wEUHlL
(3) IPMAC (@) IEATagHL
@ TPVsMAC @) AL
128. The zero day attack occurs — 128. oI AP BT B —
(1) On the day the application or OS is U o 7 fedem @ oS W
released fopaT wiaT &
(2) Before a patch is available @) 9 Sy BF ¥ Ugd
(3) Before the vendor is aware of @) fagar o e 99T B 9§ TR
vulnerability @) wwEm (2)TO)
(4) Both(2)and (3)
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129.

130.

131.

132.

133.

134.

13s.

Which of the following is not correct?
(1) Web cache does not has its own
disk space
(2) Web cache can act both like server
and client
(3) Web cache reduces the response
time
(4) Web cache contains copies of
recently requested objects
The e-mail header provides information
about -
(I) Senders IP address
(2) Recipient IP address
(3 Both (1) and (2)
(4) None of these
The best way of browsing internet
anonymously without registering for any
service —
(1) Using Safari
(2) Using TOR
(3 Both(l) & (2)
(4) None of the above

Bitcoin was created by —
(1) John Mcafee
(2) Sir William Herschel
(3) Satoshi Nakamoto
(4) Mitsuru Ebihara
The P2P stands for —
(1) Password to password
(2) PeertoPeer
(3) Product to product
(4)  Private Key to Public Key

The Artificial Intelligence was invented by —

(1) Fisher Ada

(2) Alan Turing

(3) John Mc Carthy
{4) Allen New Well

What is the term for when a block chain 135.

splits?
(1) APTFork
(2 AMerger
(3 A Division
(4) None of the above

129,

130.

131.

132.

133.

134,

ffaRag 9§ 4 o9 a8 78 27

(1) 9 DY & IO o g T
gl

(2) I I TR T FES I B TR
P} e 2

@) 99 DY P uRHA 9 B g

@) 99 B T & H R aegell
Bl HERT @ &

33T S 59 aN F SEer S @ —

(1) o de &1 oS 0 IS

@ waHT B AR W S

@B) SWiE )T (2)

@ T4 9E T

forll 4 S & foru Oolewwr fey famr
THM W0 Y §c¥T 9199 o 3 ged
IBT TWIBT —

(I) ORI &1 ST &R

(2) @ 3N IR BT SENT 5D

@) SWE (DT Q)

@ SR E Y B 9 T
fReaizT foem s mn?

@ < §o

(2 W fferm sfw

() <E STEEe

(@) g TdEw

P2P &1 Tidelg & ~

() TS T UGS

(2) YRR T URR

(3) WsE T ueE

@) Ui 9 g ol @
AMEMBRE g2l &1 afRwr e
fomar —

1) R s=r

@ e R

3 S Horeif

@) T I

WY o e o9 i e & O soo
o o o= &7

1 o

() T TR

B @ S

@ SRFE Y PR T
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136

137.

138.

139.

140.

141.

142.

143.

What is the Arduino UNO?
(1) Software
(2) Hardware
(3) Network
(4) Protocol

The MQTT abbreviation stands for —
(1) Major Queue Telemetry Transport
(2) Minor Queue Telemetry Transport
(3) Message Queue Telemetry
Transport
(4) None of the above
Which of the following is not an anonymous
search engine?
(1) start page
(2) baidu
(3) searx.me
(4) qwant

The formal name of the drone is —

1) UAP

(2 QUA

(3) PAV

(4 UAV
The magnetic strip of the credit card
contains —

(1) Onetrack

(2) Twotracks

(3) Three tracks

(4) Five tracks
The United Nations Commission on
International Trade Law (UNCITRAL)
adopted model law on electronic commerce
m f—

@)

@

1996
1997

3 1991

@ 1995
Under which section of IT Act the Indian
Computer Emergency Response Team was
established?

1 7oA

(2 70B

3 6l

(4) None of the above

The significance of HASH function is —
(1) To ensure the integrity of the

136.

137.

138.

139,

140.

141.

142.

143.

Arduino UNO 7T &7
(1) diTedR
(2) TR
Jcad
@) v
g AE B o AR 87
(1) Major Queue Telemetry Transport
(2) Minor Queue Telemetry Transport
(3) Message Queue Telemetry
Transport
@ R H g A T
el ¥ @ o9 ¢ sAifFFE 9
SO TE 87
1) wkis
@ g
(3) searx.me
@) Eic
S B ATERes T © -
@ Fggd
2 «gIu
@ dud
@ 3ud
e B @ e 18 F Wi B &

1) D

@ WL

3 ?@H?@F

@ U™ E

AN AR R GYR TS AR
(UNCHRAL)%%Wwﬁ’@a
G 69 AT

1 1996

@2) 1997

(3) 1991

@) 1995
TRAR HYEX IMUHGH  Tiaihal <
IS & T @ f5u O & Ia i
B MY

@ 79A

(2 70B

@3 6l

@) ST F A DR TE
T PRE FI e © —

(1) g @ fEsar YHREa T

evidence @ e
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144.

145.

146.

147.

148.

149.

150.

The chain of custody begins at ~
(I) Scene of crime
(2) Thelaboratory
(3) Malkhana
(4) Prison

A DoS§ attack coming from a large number
of IP addresses, making it hard to manually
filter or crash the traffic from such sources is
known as —

(1) GoS attack

(2) DDoS attack

(3) EDoS attack

(4) PDosS attack

What is the attack called “Evil Twin”?
(1) MAC Spoofing
(2) Session Hijacking
(3) Rogue Access Point
4) ARP Poisoning
The Public Key is defined as —
(1) A Key pair used to create digital
signature

(2) A Key pair used to verify digital

signature
(3 Both(1)and (2)
(4) Noae of the above

Staxnetisa—
(1) Vins
2) Worm
(3) Trojan
(4) None of the above

The nusage of antistatic
recommended to —
(1) Nullify the effect of
Electromagnetic radiations
(2) Nuliify the static current
(3) Both(1)and (2)
(4) None of the above

The section 65 B of IEA, 1872 deals with —

band is

(1) Admissibility of Electronic record
(2) Admissibility of Elementary record
(3) Admissibility of Expert report

(4 None of the above
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150.
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