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- Multiplexing and Spreading are related to which
of the following?

(1) Switching (2) Privacy
(3) Broadcasting (4) Bandwidth
Utilization

(5) Question not attempted
- Which of the following is not a name of a register
in a Central Processing Unit used for program
processing?

(1) Instruction Register

(2) Memory Data Register
(3) Memory Buffer Register
(4) Logical Register

ESE
45

(5) Question not attempted

- A CPU has a 12 bits address for memory

addressing. What is the memory addressability
of the CPU?

(1) 16 Kilo Locations (2) 4 Kilo Locations

(3) 2 Kilo Locations  (4) 8 Kilo Locations

(5) Question not attempted

- What are the three key challenges in enterprise
patch management?

(1) Licensing, performance, compatibility

(2) Speed, cost, availability

(3) Timing, prioritization, testing

(4) Deployment, security, automation

(5) Question not attempted

- Which of the following is not a valid
format for Mac computers using macOS
High Sierra (10.13) or later version?

(1) APFS (Encrypted)

(2) APFS

(3) APFS (Case-sensitive)

(4) APFS (Extension)

(5) Question not attempted

- A main memory has an access time of 45ns.

A 5ns time gap is necessary from the completion
of one access to beginning of next access, the
bandwidth of this memory is -

(1) 40 MHz (2) 20 MHz

(3) 30 MHz (4) 25 MHz

(5) Question not attempted

- ARl aem ST &1 ey = § 9

e 87

(1) Rafir ) grzad

(3) dfe®mIiReT (4) Jvsfagy
gfeemgare=

(5) JrgIRd ueH

- FEfaRad # 9 B9 d<9 S9RE The §

HAGY WTH HArE ® v Suanr fer oM
el IfoTRex &1 A1 81 87

(1) s Mo

(2) 79T ST e

(3) FHRY gHR IoTRER

(4) SifSTper IoReR

(8) <R e

- CPU # #4910t o7 & fog 12 facw &1 g9

2, CPU &1 #9R) usafaferdy aar 87

(1) 16 fvel e (2 4 fral A=
(3) 2 fel BT (4) 8 fhal ArBEE
(8) agaRa weA

- Gexutsy U9 ydy ¥ O ge gAifoat g 27

(1) argwfRiT, ueeH, Hradar
(2) rfar, @I, SYTerdr

(3) 73, wrafHEHar, uxeroT
(4) oRfFEISH, gRefT, wara
(8) gaRda wed

- Hopalud. B fRIuRT (10.13) AT 918 & GBI

BT JUART &R dlad Mac &gedi & forg
fr=fafaa 5 | si9ar 770 Ureg 8 87

(1) Thusod QHres)

(2) T4uh.Os.

(3) viuwyE. (Ha—afafea)

(4) T Um.yd. (Taace )

(5) I g<IRa wee

- UdH I FHN B UFEd GHFg 45ns B 1 Ud

TR B R B W APR AT TR D
YA TH Sns BT THI RIS TS B,
= A A dvsfieer B —

(1) 40 MHz (2) 20 MHz
(3) 30 MHz (4) 25 MHz
(5) srgaRa Uz
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7. Which of the following is a major drawback of  7- =1 # ¥ LSB J&IRT IS &1 b U
o 9 A AT 87
LLSB based steganography? Pl & Sr SN
(1) Requires high frequency domain embedding. it &
(2) Computationally expensive than frequency 2 ﬂ"ﬁ?fa@ S HySl ¥ $RgeTEd wd A
domain methods. bl ; s
() fefoiea sfdal & wrr SyarT F81 BT o
(3) Cannot be used with digital images. T |
(4) Vulnerable to small image manipulations. 4 sfa § B wWex (@AFgeRE) & Ul
GECENIC
(5) Question not attempted (5) srgeRa s
8. Which of the following is an open-source LLM? 8. fam=feiRad # & &= sfiu=—Ad LLM 87
(1) GPT-4 (2) Codex (1) GPT-4 (2) Codex
(3) PLUG (4) BARD (3) PLUG (4) BARD
(5) Question not attempted (5) argailRa weA
9. Among the following, to interconnect two 9 T UHHAM LAN &I Wi+ & forg f=feRaa
similar LANSs, the simplest device that can be ¥ g W Oagd feasa STanT @ W B,
nsedass - inning ; IR oeismannss s iR =
(1) Router (2) Gateway (1) I|eeX (2) vreq
(3) Bus (4) Bridge (3) g9 4) fa=1
(5) Question not attempted (8) FgaRa we
10. A system uses B+ tree indexing for storing 10- Ts RRed e Refe & @ufed ova & forg
records. The order of a leaf node is 64. What B+ oI SSfAHT &1 IUINT &l & UdH ollh
would be the minimum size of one block if the TS @1 A 64 8| AR gAD SeT deY B
size of one data value is 8 bytes, data record IMHR 8 dIge, scl RPpfe digex 4 dge aon
pointer is of 4 bytes and one block pointer is 12 UA® wifd digex 12 915 &1 8, df U =iid
bytes long? BT YATH AT FT BIRTT?
(1) 780 bytes (2) 1036 bytes (1) 780 q1E< (2) 1036 913
(3) 2050 bytes (4) 524 bytes (3) 2050 918 (4) 524 918¢
(5) Question not attempted E%E (5) IR wew
11. Metadata information is managed by - [EfEE 1. Aererer aFeR [Fue gRT yeafad B STl
(1) Physical file system 8?7
(2) Logical file system (1) +fiferp wrge Rieew
(3) Abstract file system @ st
() TsHcTe Bisa RweH
(4) None of these (4) -Q':I'ET J El’ﬁg qﬁ
(5) Question not attempted (5) sraRa Te
12. According to the Common Vulnerability Scoring ~ 12- &= gerfaferdl w@IfT Rien (CVSS)
System (CVSS) V3.0 and V4.0, what is the V3.0 3R V4.0 & JIR “fHfewa” wuar &
severity score range for a “Critical” fore TfRaT WR 1 AT T4 27
vulnerability?
(1) 401069 (2 10.11020.0 ) 06 By
(3) 0.1103.9 (@) 9.0t0 10.0 @) 0.1%3.9 @ 9.0110.0
(5) Question not attempted (5) gl ue
63-01 Page 3 of 32




13. Which of the following statement is incorrect? 13. fy=forfRad § 9 ST B Tod 27

(1) BIOS Code loads MBR. (1) BIOS @IS MBR &I @8 &xdl & |
(2) MBR loads VBR. (2) MBR, VBR &I &l$ &l 7 |
(3) VBR loads Operating System. (3) VBR, sifmfeT fRven &1 drs &xar © |
(4) BIOS Code loads VBR. (4) BIOS &€ VBR &I @€ &l € |
(5) Question not attempted (5) IrgaRd U
14. Which of the following best describes system 14 RiecH odevr &1 99 6 TH A DIl
testing? famen gfmfia @=ar g7
(1) It evaluates the entire system in its (1) gz 9ol Ried &1 Joied SHa fdard
development environment. gfRger § wRar 21
(2) It evaluates the entire system in its target (2) g8 wrl Ried &1 Jodied IH b olerd
environment. gfReer # Hvar 21
(3) It tests the interaction between integrated (3) IE UHIHd gcdi & dIT STEEE BT gl
components. AT & |
(4) It only focuses on the user interface of the (4) g dadl UftThe= & TSR g TR dfed
application. 21 21
(5) Question not attempted (5) rgaRa wed
15. Which of the following are typically part of the ~ 15- 7 % & B Ted AHAR W ATRET fRven
operating system but not Kernel? %7 BT 81 8, S BT AB] 7
(1) GUI (1) GUI
(2) Network Management (2) Jeasd HHTHe
(3) Compiler F&E (3) Iz .
(4) Device Driver Management 3 (4) fearsg s HoTHe
(1) (1) and (4) only EHEE () Dad (1) 3R @)
(2) (2) and (4) only (2) Baa (2) 3R (4)
(3) (1), (3) and (4) only (3) dad (1), (3) 3R (4)
(4) (1) and (3) only (4) @ad (1) 3R (3)
(5) Question not attempted (5) Wﬁﬁ o
16. Which of the following expresses the number of ~ 16- fy=ifaiRaa & A @IFdr  Fda  Ag=ad
entities to which another entity can be associated (ﬁﬁ?ﬁﬁm _\’}i?f) @ AEH ¥ Ud SHIS (’(‘,ﬁﬁ)
via a relationship set? ﬁ Sl ST | drefl ghrsal @1 (Tfeds)
(1) Entity sets i @ D HAT 27
(2) Total Participation (1) ¢feet wew
() Mapping Cardinali @ <o Wit
pping Cardinalities @) R PRSI
(4) Participation constraints @) TR Peew
(5) Question not attempted (5) aﬂﬁﬁa g )
17. Which of the following is not a VAPT 17- f9 #§ § &1 VAPT (JReT—Adl Aol
(Vulnerability Assessment and Penetration 3R UIgeT UkieTon) w1 < A%l 87

Testing) tool?
(1) Burp Suite
(2) Nessus

(1) Burp Suite (@4 gs<)
(2) Nessus (F94)

(3) Matplotlib (3) Matplotlib (AewiieferE)
(4) Metasploit (4) Metasploit (FeRiige)
(5) Question not attempted (5) srgafRea ued
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18. Consider a disk with 200 cylinders numbered  18. U& &% # 200 Riciev (09 199 d& wHifdhq)
0 to 199. The current head position is at cylinder 2| 9999 g8 & Reufa 53 fcisy ¥ 8| FaR
53. The queue has request 98, 183, 37,122, 14, F 98, 183, 37,122, 14, 124, 65, 67 :ﬂw %|
124, 65, 67. Find total t.xead m?vements requir.ed Titdve P <TeH B %P ﬂ_g@v TR
for Sh(?nest Sf.:ek Time First (SSTF) disk & o . ’lﬂ—ﬁ'ﬁ SR
scheduling algorithm - (. 500 e @) 236 ekt
(1) of 299 cylinders  (2) of 236 cylinders 299 ¥l TSy
(3) of 208 cylinders  (4) of 649 cylinders (@) 208 Ry F1 (4) 649 Ryere= 1
(5) Question not attempted (5) srpaRa g

19. Match the following Security Terms in 19 Higa—1 # Ry Wy fr=faRaa Qrem w=i &
Column-I with their Definition in Column-II - Hied—I1 | 27 T8 SHP! gR¥TERi ¥ Ay —

Column-I Hrera—I
(A) Authen_tica_tion ER[E (A) vaTofraRor (sifeifearer)
(B) Autho.rlzatlon E“E@- (B) wiftrewvr (sifelRrgorer)
(C) Integrity (©) srgedr ERR)
. Colunjm-II _ : : - FreTa—II
(1) Guanjdmg_agamst improper information @) < ¥ o ST & 9
% moc'hﬁ_catlon : . (i) SUANTEA], UfbdT AT IUBRUT B U
(ii)  Verifying the identity of a user, process
or device 2 W )
(iii) Granting specific access rights and (iii) fafre agH IfEER 3R Gﬂ'ﬂﬁtﬂ HaT™
permissions PR
(1) (A)-(ii), (B)-(iii), (C)-(1) (1) (A)-(ii), (B)-(iii). (C)-(1)
(2) (A)-(i), (B)-(iii), (C)-(ii) (2) (A)-(i), (B)-(iii), (C)-(ii)
(3) (A)-(iii), (B)-(ii), (C)-(i) () (A)-(iii), (B)-(ii), (C)-(i)
() (A)-(ii), (B)-(i), (C)-(iii) (@) (A)-(i1), (B)-(1), (C)-(ii)
(5) Question not attempted (5) srgaRa we=

20. In object oriented design of software, objects 20. Hfgeqar & 3ifssige dRYes feam=a #
have - Jffestge & uTd T BT 87
(1) Attributes and name only (1) ®ad TEIeed IR 9
(2) Operations and name only (2) Pgor IR 3N =99
(3) Attributes, name and operations () uderes, A 3R v
(4) None of these (4) 379 q B 75
(5) Question not attempted (5) srgaRd ueA

21. Which is not an umbrella activity under Software  21. Gigedar it § w4l o wfafay =8
Engineering? 2?

(1) Technical Reviews (1) dop-at aHlemd

(2) Reusability Management (2 g TaTSdl (ﬁq\@[ﬁfé‘aﬁ) Tge
(3) Reverse Engineering (3) faudwa (Ra<d) afaizirexor

(4) Risk management (4) NfRag yga+H

(5) Question not attempted (5) srgaRa ued
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22,

23.

24,

25.

Which of the following statement is false about
physical media in computer networks?

(1) The least expensive guided transmission
medium is twisted pair copper wire.

(2) Coaxial cable is an example of an unguided
physical media.

3

Optical Carrier Link speed ranges from
51.8 Mbps to 39.8 Gbps.

(4) Data rates for LANs using twisted pair range

from 10 Mbps to 10 Gbps.

(5) Question not attempted

Which SQL aggregate function calculates the
average value of a numeric column?

(1) MEANQ (2) AVGVALJ()

(3) AVERAGE() 4 AVG(

(5) Question not attempted

What is the primary difference between a MAC

and a Digital Signature?

(1) MACs require a public private key pair

whereas digital signatures use a shared key.

(2) Digital Signature provides non-repudiation
while MACs do not.

(3) Digital Signatures only provide integrity

while MACs provide authentication.

(4) MAC uses asymmetric encryption while

digital signature uses symmetric encryption.

(5) Question not attempted
Which of
“Bubble-chart” in software design?
(1) UML Diagram

the following is known as

(2) Flow chart %%Q.Eg'
[=l4eers

(3) Gantt chart
(4) Data-Flow Diagrams (DFD)
(5) Question not attempted

22,

23.

24,

25.

HYeR Aegd H difds AT & IR #H

fraforRea # 9 9= w9 Tag 87

(1) 99 AT ARG Haxor Argq Srafid
T T BT TR 2|

(2) Foef ®9d e fo ArfeRia it
MfSAT B SIERT B |

(3) UBreNT dared Hel B AT 51.8 Mbps &
PN 39.8 Gbps d® BT B |

(4) rafda g™ &1 IUART BT arel LAN @l
3ifreT & 10 Mbps & 10 Gbps d® Bl
2

(5) IraiRd ue

HAr SQL Ui BaRE IS BidadHd ©

3TT A B ITOET HRAT B2

(1) MEAN() (2 AVGVAL()
(3) AVERAGE() (4) AVG()
(8) Irg=iRel we

MAC 3R f$foee swmer # 7= siar a1 27

(1) MAC &1 ufée gigde &Sil Sl &l
JMAEHAT B § wafe Rica swmer
TS FHoft BT STANT B T |

(2 fEfRead gwrR AFYATH Ya™ B
g oiafds MAC 78] |

(3) feforea R Haa SR ug™ &= &
Srafs MAC 3feéide= o €

(4) MAC iifafes orem wefes fSRres
TR fafes oM SuaT &a €|

(5) rg<IRa ue

s ¥ 9 divedwr feesa ¥ “gdo—ae” &

M W T ST ST 87

(1) g UA.YS. (UML) 3R

(2) yarg =

(3) = =re

(4) Se1 uarg 3@ (DFD)

(5) srg<aRa gz
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26.

27.

28.

29.

Which of the following statement is false about

Yet Another Flash File System (YAFFS)?

(1)

(2) It is suitable for use with NAND and NOR
Flash.

(3) Itis available under GNU Public License.

It is not a closed-source file system.

(4) It is not used with real-time operating
systems.

(5) Question not attempted

Which of the following statements is false about

unit testing?

(1) Unit testing is normally considered as an
adjunct to the coding step.

(2) Design of unit tests can occur before coding
begins.

(3) The module interface testing ensures that
wrong information is properly deleted.

is one of the most

(4) Boundary testing

important unit testing tasks.

(5) Question not attempted

A Software Requirements Specification (SRS)
document should avoid discussing which of the
following?

(1) Constraints on the implementation

(2) Design and implementation specification

(3) Functional requirements

(4) Non-Functional requirements

(5) Question not attempted

Beads are used in which one of the following for
performing calculations?
(1) Abacus

(2) Sand table

(3) Napier bones

(4) Pascaline

(5) Question not attempted

(=505
El%’

26.

27.

28.

29

Yet Another Flash File System (YAFFS) aR #

fr=faRad § & ®=ar HoF Tad 87

(1) I8 Uh d5—HId BIsa ToTell =8l 2 |

(2) g8 NAND 3R NOR Uil & W IUANT
@ forg Sugd 2|

(3) 78 GNU WEauIfd oisdd @ dgd Sude]
2l

(4) gz Ry e=H JAMmfeT RRed & <y garT
# 987 emar g1

(5) srgaRd g

U (gfHe) adiee & IR #§ F=faRaa § @

PHITAT BAF TAd 27

(1) UHPp URIeTvT BT FHFIC: HIS X BT Uh
WES 9T HET ST 2 |

(2) gwe TREl B AMBIAT Hrsd Y& 8H
A Ugel B AT Abhel © |

(3) Afgygal SaR1yy yRievr g8 gt wwar @
5 Tod IHMER BT de ¥ ger fear T
2l

(4) AT geTor, Yebdh YNIETT BT Uh Hawdyul
T 7|

(5) Ig=aRa we

divcday  Raarma<a  WRfsade= (SRS)

TS ¥ e # 9 few w gt 98 s

arfag?

(1) @wraf=g=a § qrend

(2) feomss denm saas WRiftha=

(3) FrafH® JTTTIHATY

(4) IR—FITHS ATATIHATY

(5) rg<IRa ue

freafoRea & & fFwd omm s @& forw

"ol (beads) &1 SUART fhar e 872

(1) s d®HA

(2) 3q ¥ 9 (Fs 29d)

3) Ffx 9w

(4) URBATEA

(5) srgala uea

63
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30.

Consider the following statements about RPC

and choose the correct option.

I: Clients interact with servers via RPC.

II: The client invokes a procedure call which is
actually executed on the server.

(1) OnlyIliscorrect (2) Both statements are
correct

(3) Only Il is correct (4) Both are incorrect

(5) Question not attempted

30.

RPC & drR ¥ f=feiRad womi v faar &

iR |E fwea g+ |

I. JAl3cH, ¥dk & €Y RPC & #ArgH ¥
TYh B B |

I Fse Ud Uishar &id (Procedure call) &l
garar 8, RO ardg #§ adk W fAenfed
forar ST 21

(1) Bad 198 & (2) ST B T &
(3) Bt NI 98T & (4) =1 Tad €
(8) srgaRa ueA

31. In Cellular Networks, the technical problem due 31 ¥R wega #H, Wd REFa—ular &1 |HI
to time variation of received signal-power gRadT H=R0T 989 I 9l ¥ gRad9 & BN
causet;l1 by_charlllgzs in the transmission medium BT 2 A 39 dEe W) B BE ST £ —
or path(s) is called - s
i @) Distortion () e (@) SR
(3) Spike (4) Fading @) s @ B
(5) Question not attempted (8) srgaiRa weA

32. A module that is highly cohesive and also has 32 U #Afegal &I f& rafle d@dd (Hefdd) &
low coupling with other modules is said to 3R g HISY & WY HH A V@l §, SW
oW ol of the other modules. %qu FRIRIET R it rsibimains Dl JTdl
(1) Mutually Interdependent A
(2 Mumalli Depencfent 1) g

(2) wweR i
(3) Functionally Independent () s B9 § WIS
(4) Functionally Dependent (4) Frais ©9 9 R
(5) Question not attempted (5) IrgaRa ueA

33. Which is the correct formula for 33. RemafRfeFd @1 amw & fau @@ g3 w1 2
the measurement of reliability using Mean-time- Rraedr Swarr  AF—cga—fded—sfamr
between-failure (MTBF): Mean-time-to-failure (MTBF), #F—<gd-<—%ferax  (MTTF) 3R
(MTTF) and Mean-time-to-repair (MTTR)? I?T_W_Q_ﬁm (MTTR) & ferg faar siman
VY IATRE BTN SR :5:') MTTR = MTBF + MTTF
@) MIBE ~ELE IMTTY % (2) MTBF = MTTR*MTTF
@) MIBE = METR L NTER [E$%5  (3) MTBF = MTTF + MTTR
(4) MTTF = MTBF + MTTR (4) MTTF = MTBF + MTTR
(5) Question not attempted (5) srgailRa weA

34. Which type of cryptographic algorithm uses the 34 & UHR P1 [Eoi@d [HIRIA FHeoad AR
same key for both encryption and decryption? ?:ﬁf@ﬁ T @ Y g €1 Boil T SUATT Bl
(1) Asymmetric Cryptography :

(2) Hashing Algorithm e K 5
(2) =R geniRem
(3) Secret Key Cryptography (3) T Gl TEerE
(4) Public Key Cryptography (@) FEIE Bl [EerRE
(5) Question not attempted (5) aﬁﬁﬁﬁ o
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35.

36.

37.

38.

39.

Which of the following statement/s is/are true?

(I) Point-to-point links connect " individual
pairs of machines.

(IT) Point-to-point transmission with exactly

one sender but multiple receivers is called

Unicasting.

Some broadcast systems also support

transmission to any one machine, which is

(III)

known as multicasting.
(1) (I) and (I1I) only
(2) (I) and (II) only EI [=]
(3) (I) only =33
(4) (D), (I) and (III) all
(5) Question not attempted
Which aspect of the CIA triad is most affected if
a nurse deliberately falsifies a hospital patient’s
allergy information, and the system must restore
accurate data trace the responsible
individual?

and

(2) Availability
(4) Confidentiality
(5) Question not attempted

(1) Non-repudiation
(3) Integrity

Amsiahnbismmmns function is a function that
maps from problem state descriptions to
measures of desirability.

(2) Heuristic

(4) Non-heuristic

(1) Visualization
(3) Evaluation
(5) Question not attempted

Digital Signature Standard uses -

(1) Secure Hash Algorithm (SHA)

(2) Advanced Encryption Standard (AES)

(3) Message Authentication Code (MAC)

(4) Data Encryption Standard (DES)

(5) Question not attempted

Which of the following hardware sources is used
for IoT prototype developments?

(1) Arduino (2) BeagleBoard

(3) Raspberry Pi (4) All of these

(5) Question not attempted

35.

36.

37.

38.

39.

f=ferRea #§ & @9a1 /) SU= 98 8 /87

() dfgc—g—dige fois #eHi & afeara

SIS @I Sredr 71

Ufge—c—uige g Rrad e dom

qrer IR HE  Uhdl Bl B, S

FFABHINRET BT el & |

(Ill) ®o dredre Red &A1 v 73iF &l
ACIBIRET Hel W1 2 |

(1) &g« (1) sk (1)

(2 @aa (1) 3R ()

@) Faa (1)

(@) =1 (1), () =fR (1)

(8) IrgxiRe ue

CIA & &1 a1 uge] w9d s wwifaa

BT € A} U 79 IFea] U IRuara &

AT BT eToll BT FEHRT BT Todd dard! g,

(1D

IR iR aafts &1 udr o= 8T 87
(1) IR—srIHRIar (2) Iucterdr

(3) 3@ (4) Trg=rrar

(8) sraRa ue

o Rerfad & fdawor 9 aie-ar @ @Ml 96 {4y
AT & |

(1) fagerargeeH (2 gRRes

() geai (3degue) (@) F9 — gRRes
(5) SrgaRe W
?ﬁm%ﬁmwmwmm
(1) IR 89 TSTRYH (SHA)

(2) vsavs e ©sS (AES)

(3) #9 effdfe®me ®re (MAC)

4) sreT vfHhee wsE (DES)

(5) IrgaRa ued

JoT vieiergy e & fou fA=faRaa & <
B TFAEFYT (BTSITR) SUIART # &l AT 287

(1) amsA @ drrerEre
() IR AE (@) 579 | w0
(8) srgalRa e
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40. Which of the following is the default storage 40 971 #§ ¥ MySQL &1 &1 SBice ©RW
engine in MySQL that balances high reliability S92, Gl 9= Uesi+ U9 S=g favaa=iadr &1
and high performance? g 9T 8°
(1) CSv (2) BTree (1) Csv (2) BTree
(3) MyISAM (4) InnoDB (3) MyISAM (4) InnoDB
(5) Question not attempted (5) srgafRa e

41. A device which detects or measures a physical 41 U1 IUHIOT 1 BT Hifoew o1 FHT TAT I
property and records, indicates or otherwise 2 A Hmar & a9 Refie #rar 2, 3f
responds to it, is called.............. DT T A AT W W wfafpAr wwar @,
(1) a Processor (2) an Actuator T i

(1) JrawR (2) gaguex
(3) a Transceiver (4) a Sensor @) TrdR ) TR
(5) Question not attempted (5) srgaRa we

42. Consider this string of page numbers : 42. g H@ B 39 HWll W AR B
7 0:1:2:0.3.0, 4, 2,30, 3. 9. 1. 250017 7.0,1,2,0,3,0.4,2.3,0, 3,2, 1,2,0,1, 7.
What will be the last pages in memory with three I B B G Be—gT—Be—3se (FIFO)
frames using the First-In-First-Out (FIFO) page o Rerdde TonRem &1 SYART &Rd 9°Yd
replacement algorithm? A # LW g eiAw Y
(1 7,0, 1 2 7,0,2 (1) 7,0, 1 (2 7,0,2
3 7,1,2 4 0,1,2 712 @ o0,1,2
(5) Question not attempted (5) IgaRa g

43. For the mark list L = {10,20,30}, the z-score for ~ 43. 1% &l L = {10,20,30} & fog, 9 20 &1
the value 20 would be - Z-THR BT —

(1) 10 @ 0 EZE 1) 10 2 0
(3) -1 (4) +1 [®]4; (3) -1 @) +1
(5) Question not attempted (5) IrgRa uz

44. An optical fiber has a core refractive index 44 U@ offfichdl BIsaR &1 HR Uaaad (Ribfaca)
(n1) of 1.48 and a cladding refractive index GABIE (n1) 1.48 3R ST smads (Rwbfaca)
(n2) of 1.46. What will be the value of Numerical q GIHIE (n2) 1.46 €| FARGA YU (NA)
Aperture (NA)? HT A F T BA?

(1) —1.2426 (2) 0.2426 (1) —1.2426 (2) 0.2426
(3) 4.322 (4) 1.2426 (3) 4.322 (4) 1.2426
(5) Question not attempted (8) srgaRa e

45. In W5HH Principle, which of the following does ~ 45- WSHH figia #, “w» f=fafRaa & 3 fFae
“W” NOT represent? gfaffera 81 Fxar 87
(1) Where are they located organizationally? (1) 9 HreET® w0 § wel Rea €2
(2) Which tools will be used for development? (@) fapr & oy ST ITHT SHIFT fHY

: SITGA?
(3) What will be done? @) o1 fsar SO
(4) Who is responsible for a function? @) s B B BT B REER 27
(5) Question not attempted (5) srgaRa weA
63-0 Page 10 of 32



46.

47.

48.

49.

50.

Which is a feature of PostgreSQL?

(1) Open-source object-relational database

(2) Supports parallel read queries

(3) Supports JSON/XML

(4) All of these

(5) Question not attempted

Which of the following operating-system
functions exist not for helping the user but rather
for ensuring the efficient operation of the system
itself?

(1) File System Manipulation

(2) Error Detection

(3) Resources Allocation

(4) Communication

(5) Question not attempted

Which of the following is NOT a primary goal of
Information Security?

(1) Integrity (2) Confidentiality

(3) Awvailability (4) Profitability

(5) Question not attempted

Weak entity in the following ER diagram is —

payment-date

payment-number

(1) Loan payment

(2) Loan

(3) Payment

(4) Both loan-number and payment-number
(5) Question not attempted

Hop-to-Hop data delivery is concerned with -
(1) Transport Layer  (2) Physical Layer
(3) Network Layer (4) Data Link Layer
(5) Question not attempted

46.

47.

48.

49.

50.

PostgreSQL &1 HI=4! fagyar 87

(1) 3MT—a IiTetge—ReTa s

(2) IR Vs TN FHT A

(3) JSON/XML &1 HHH

(4) 378 9 9T

() sgaRa uwA

fr=faRad § | siar e Rien waem,
Rived & que dare o g s & forg
HI5[g &7

(1) ®rgel Rved sXBr (Hgerer)

(2) Ffe gg=m (CR o)

(3) |H™E 3geT (RE™ garae)

(4) FoR (HgHHeE)

(5) argafRa wea

fFr=foRad & | oiar gaaT gRem &1 wafis
oe T8l 87

(1) rgsdr (2) Trg=frrar
(3) Iuaterdr (4) SmHUSar
(8) srgaiRa wwA

fr=faRag e aE d $9wiR Ufedr & —

(3) =

(4) FU—E=T 3R YIAE—G=T ST

(5) srgaRa uwA

Hop-to-Hop ¢l & fAavor &1 we=r § —

(1) i OE R 9 (2) fpirera o |
(3) Jeasd IR A (4) Ser fofs eo—R 9|
(5) rgaRd wed

51. Which of the following is not a feature of 31. f=foRad # | I <AidaT & b fAyar
blockchain? T8 87
(1) Smart contracts (1) ¥ siaey
(2) Distributed consensus Bl [El (2) faaRa w=Afa
(3) Transaction verification [E{asE (3) e9—<+ [T
(4) Centralized control (4) sgipa Ao
(5) Question not attempted (5) 3rgmiRa ue
63-0 Page 11 of 32




52.

53.

54,

55.

56.

Which of the following is NOT a valid difference

between HTTP and SMTP?

(1) HTTP is a pull protocol whereas SMTP is a
push protocol.

(2) SMTP requires messages to be in 7-bit

ASCII format whereas HTTP has no such

restriction.

(3) SMTP places all of the message’s objects

into one response message whereas HTTP

does not.

(4) HTTP transfers files between hosts whereas

SMTP does not.

(5) Question not attempted

Which of the following network standards has

the highest speed?

(1) 802.11n (2) 802.11a

(3) 802.11¢g (4) 802.11b

(5) Question not attempted

Which of the following is a characteristic of a

good hashing algorithm?

(1) Itis reversible.

(2) Tt is slow to compute.

(3) It is collision-resistant.

(4) It can produce the same hash value for
different inputs.

(5) Question not attempted

Which of the following is NOT a secure internet

protocol?
(1) FIP (2) TPsec
(3) PGP (4) SSL

(5) Question not attempted

When a file is organized so that the ordering of
data records is the same as or close to the
ordering of data enteries in same index, then that
index is called -
(1) Clustered

(3) Unclustered

(5) Question not attempted

(2) Dense
(4) Sparse

e

52.

53.

54.

ESE
i

55.

56.

frfaReaa § 9 @M= HTTP 3R SMTP &

= T A 3far Ta) 27

(1) HTTP U Ud UicIdbiad 8, Safd SMTP
Udh g9l UIeidhid 2 |

(2) SMTP &1 weell &I 7-fdc ASCII Uiy
TG B MaLIHAT Bl &, widfs HTTP #
vT $ig ufody 7E g

(3) SMTP weW & Wl difesiacd & Udh &I
ufafehar e # v@dr §, Safe HTTP U=
&l B |

(4) HTTP 8R"<H & 919 Hisel RIFIARd Sl
g, wigfd SMTP U1 F1&1 &al |

(5) ergaRRa weA

f=ferRad wead A #§ 9 9aw e Tfa

forasT 87

(1) 802.11n (2) 802.11a
(3) 802.11g (4) 802.11b
(5) IIRa ueA

frforfad # & ST & 3128 2R TiRe™

P foear 872

(1) 59 Soer fear o Fdar g (il 8) |

(2) 39§ TUET BT H GHY T 2 |

(3) Ig THra—ufoRrEN § 1

(4) g8 I3 YE & forw = B¢ A
I~ PHY Ghdl & |

(8) arg=iRa ue

frfoRaa # & oA GRa sevre veia

8 87

(1) FTP (2) 1Psec
(3) PGP (4) SSL
(8) srgRa weA

9 U HIsd HI 59 g Jgarerd fear S
g & ser Reid &1 o9 B s=aa § e
yfafteai & &9 & FAM IT SHH Hed l, a9

SH sTSHT BT PEd & —

() Fores (2) wee (3=0)
() eFaeRTS (4) forer (W)
(5) argeRe we
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57.

58.

59.

60.

Which of the following network technologies is
a virtual-circuit network?

(1) Cable TV Network

(2) Peer-to-Peer Network

(3) Frame Relay Network

(4) DSL Network

(5) Question not attempted

Which RAID level is often preferred for storing
large volumes of data, due to its lower space
overhead?

(1) RAID 0+1 (2) RAID 1

(3) RAID 5 (4) RAID 1+0

(5) Question not attempted

Which of the following secondary storage
technology does not support random access?

(1) Magnetic disk (2) Magnetic tape

(3) Flash disk (4) None of these

(5) Question not attempted

In CPU Scheduling context switching is
performed by -
(1) Compiler (2) Fork()

(3) Threads (4) Dispatcher
(5) Question not attempted

57. fo H @ Il Tcad SaIaroll agaTe Afbe
qeqd 87
(1) @9 TV Acdd
(2) YrR—T—URR Acas
() wa Ret ead
(4) DSL -ica®
(5) SrRd ueA

58. f/=1 # | S99 RAID olael 98 dicgd & SIel
F Hufed &4 B g, 39S FH WA AAaES
@I qole ¥ SPIe] SuYe HH1 Sfrar 87

(1) RAID 0+1 (2) RAID 1
(3) RAID 5 (4) RAID 1+0
(8) IrgaRa ue

59. = # I Il ABvSd YUSRY dh-ildh VeH
TRIH BT 9HfH T8l hedr 27

(1) fes % (2) Afesw 2y
(3) werwr &% (4) 379 & H1g &l
(5) 3rg<IRa ue

60. CPU dIggfei W wWed Rafm feas gmr a
STl 87

(1) HHIEAR (2) Fork()
(3) 2rew 4) =R
(5) IR ued

61. Which of the following information is not 61. T el Aot ('Cﬁ'fﬁ'QT"[) Gal a‘r‘I‘?ﬁTﬁ' qHg
maintained by a router while implementing a I¢¥eY gRT fEfaRad & 9 st SHe)
Virtual Private Network (VPN)? dufed w8 B WK 87
(1) The authentication key (1) gHTONIBROT Hoit
(2) The type of encryption EEE =~ (O ®EdET B UhR
(3) The physical location of the user : (3) IUANTHAT T Hifad ==
(4) The encryption key [=] (4) FHEorET Hoil
(5) Question not attempted (5) srgiRa wwH
62. Which registry key tracks USB device ©2. o=l INRE! ol USB feamw Fiawm
connection history? gfer &) 3@ Het 87
(1) ‘HKEY_CLASSES_ROOT\LocalSettings\ (1) ‘HKEY_CLASSES_ROOT\LocalSettings\
Software\Microsoft\Windows\Shell’ Software\Microsoft\Windows\Shell”

(2) ‘HKEY_CURRENT_USER\Software\ (2) ‘HKEY_CURRENT_USER\Software\
Microsoft\Windows\Shell\Bags’ Microsoft\Windows\Shell\Bags’

(3) ‘HKEY_USERS\.DEFAULT\Network\ (3) ‘HKEY_USERS\.DEFAULT\Network\
Recent Recent

(4) ‘HKEY_LOCAL_MACHINE\SYSTEM\ (4) ‘HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Enum\USBSTOR’ CurrentControlSe\Enum\USBSTOR’

(5) Question not attempted (5) argiRa we
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63.

64.

65.

66.

67.

68.

69.

Which of the following Protocol/Methods is not
used in Logical extraction of mobile phone?

(1) JTAG (2) AT Commands

(3) OBEX Commands (4) ADB

(5) Question not attempted

Stuxnet is an example of the following -
(1) Antivirus (2) Worm
(3) Virus (4) Trojan

(5) Question not attempted

When conducting a physical extraction of data
from a drone’s internal memory, which method
is considered as a last resort due to its destructive
nature?

(1) File system Dump method

(2) Logical Extraction method

(3) Physical Extraction from media storage
(4) Chip-off method

(5) Question not attempted

How does a forensic investigator identify hidden
partitions on a suspect disk?

(1) Using a rootkit detection tool

(2) Run a disk cleaning tool

(3) Analyse disk space allocation

(4) Check the windows registry

(5) Question not attempted

Which of the following is NOT a Cybercrime?
(1) Cyber-deception  (2) Cyber-trespass

(3) Cyber-violence (4) Cyber-punk

(5) Question not attempted

Which of the following tool is used for querying
DNS?

(1) nslookup (2) ping

(3) nmap (4) tracert

(5) Question not attempted

Deviations from Standard Operating Procedures
(SOPs) in electronic evidence handling are most
likely result in -

(1) Faster processing times

(2) Enhanced admissibility in court

(3) Loss of evidence integrity

(4) Reduced need for hashing

(5) Question not attempted

63.

64.

65.

=g

66.

67.

68.

69.

=1 § ¥ T UieieTd / Uorell "idsd BiF
% difoTde e § SUdnT § F&f 3mar 87

(1) JTAG (2) AT pHTSH

(3) OBEX ®Ha~sd  (4) ADB

(5) 3rgaiRd e

e AFfaRad § & s &1 ISR & —
(1) ¢rarmd (2) a9

(3) g™ @) gre=

(5) raRda ueA

T @ offaRe FHN | el o7 Hifte sy

B g, fae fafy o1 sweT faarer gefd

% HROT ATH SUTT AT ST 82

(1) e Rved su fafy

(2) oifStea fApyor ffey

(3) @ifEar ¥eRA B SUWEN RS HIfdD
foyeepeor

(4) feg—aits fafer

(8) S=IRa e

Th BRRG Sadar dfe & W BU gu

fure=l &1 TEaE Y BT 57

(1) o wefhe REw™ <o &1 SN R

(2) T &P FAIT Tl FelTdbr

(3) fop wH & 3ded &1 ATy Hdb

(4) favera R B Sitg HRD

(5) 3rgaRe g

fr=foiad § | B9 AISeY IURN A8l 87
(1) gER-aIEEST  (2) agaR—sifiama
(3) wrgaR—fEar (4) HrseaR—u®d

(5) <IRT uz

et & & BT <o SigEgE @R @ fag
Sy § forar s 87

(1) nslookup (2) ping
(3) nmap (4) Tracert
(5) IR we

goaci= e gefem # HEe  guled
yieharatl (TH.ANAY) I faaes &1 w9 dHifad
gfRomH & —

(1) TS UEEhIo FHY

(2) ereTera H 9 g3 Wbl

(3) wiey @1 JGedl BT b

(4) 23T & B ATaTIHdT

(5) rEIRT u=

63
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70.

The primary role of Security Information and

Event Management (SIEM) in network forensics

is to -

(1) Correlate and analyse logs from disparate
sources

(2) Block malicious IP addresses

(3) Encrypt network traffic

’El%l?

e

70.

“egd BRER H RHFEIRE g=piEeHE Us sa<

HotHe (SIEM) &) wIfies fier & —

M = ¥l 9 &1 &7 aegdfE ek
faeeifa &=

() gufg=Tgel 1P uel @1 =dife PR

() “ead fhd @1 ufpe &

(4) Generate SSL certificates (4) SSL WA ST BT
(5) Question not attempted (5) sraRa gea
71. Which of the following is not relevant to the file ~ 71- f=1 § ¥ &9 Tsizs A9EEd @ @S
of msgstore.db of WhatsApp application for URABIT BT msgstore.db BT HEd & Gafdd
android mobile phone? a5 27
o — 0 et e s
(3) Picture associated with WhatsApp message N : T & (o)
(4) Audio file associated with WhatsApp (3) ey R ¥ e e
message (4) =cHUT AW | A4 e wiEe
(5) Question not attempted (5) argaRa g
72. Which of following section of Bharatiya Nyaya  72. 59 § ¥ @<l aRT 9RAT =1 dfar 2023
Sanhita (BNS) 2023 relates to punishment of ¥ g R & v gve MuiRa eedr 22
rape? 1 5
TR
(3) 376 (4) 318
(5) Question not attempted (3) AR u=A
73. Which type of data analysis is commonly used  73- Hiere #ifEar g & fow fag goRr & <@
for social media investigations? faeetyor #1 sravaddr Bidr 8?
(1) Hexadecimal carving (1) FarsRme wrfdT
(2) Bin data extraction (2) 391 sTeT veRag @R
(3) Chain-of-custody tracking () TIT—ifF—dcS Sfep
(4) Big data analytics @) fewr srer garfafea
(5) Question not attempted (5) IrgRT g
74. What is the main use of virtual machines in 74 qFIIR  femwr  F  aera w4
malware analysis? (virtual machine) &1 &I SYART T 87
(1) Replacing dynamic analysis 1) SrAfAe Ry &1 == oF T
(2) Running malware safely () FFgmR & GRET a9S @ e
(3) Replacing static analysis (3) wfes Rvowur &1 W= =7
(4) Detecting encrypted malware (4) tHw<Ts fo9aR &7 gaT ST
(5) Question not attempted (5) sraRa we
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75.

76.

77.

78.

79.

Which of the following is a challenge in Docker

Container Analysis?

(1) Ephemeral container lifetime

(2) Persistent storage in read-only images

(3) Lack of virtualization support

(4) Static IP assignments by default

(5) Question not attempted

Which one is the correct combination for the

following?

List-I

Imaging Device

Faraday bag

Write Blocker

EDL (Emergency Download)

List-IT

(i) Clone of hard disk

(i1) Used to preserve content in hard disk

(iii) Mobile phone examination method

(iv) Used to block radio frequency signal from
reaching to mobile phone

(1) (A)-(1), (B)-(iv), (C)-(ii), (D)-(ii1)

(2) (A)-(i), (B)-(iid), (C)-(i1), (D)-(iv)

() (A)-(ii), B)-(1), (O)-(iii), (D)-(iv)

(4 (A)-(ii), (B)-(iii), (C)-(1), (D)-(1v)

(5) Question not attempted

Which directory

history by default?

(1) “/var/log/syslog”  (2) ‘etc/.bashrc’

(3) ‘~/.bash_history’ (4) ‘/root/.profile’

(5) Question not attempted

What does CDMA stand for?

(1) Code Division Multi-user Access
(2) Code Division Machine Access
(3) Code Division Multiple Access
(4) Cellular Division Multiple Access
(5) Question not attempted

(A)
(B)
©
(D)

stores user-specific Bash

Which tool is used to acquire memory on Linux
Systems?
(1) FTK Imager

75. fpe o & S e Rzawor § B gD

76.

77.

78.

79.

<8
(2) WinPmem %ﬁg
(3) Magnet RAM Capture Elfers

(4) LiME (Linux Memory Extractor)
(5) Question not attempted

g7

(1) &forp HSAR STaadhTd

(2) rS—3MHe IS H AR NS

(3) gerarrguieE wHT @ HA

(4) fSpice ©U ¥ e IP I[EaHe

(5) r=IRa weH

=1 @ fow e e 9 siEHEE 87
K5 i |

(A) AR fEargw

(B) BT ST

(C) WI5T <AMHR

(D) EDL (ZHRoidl Sre-drs)
£ L 1

() ®s % &1 =

(i) &7 f&p & d<c &I IAxfET @ # ST

(iii) AIETSS B gderor fafer

(iv) e el Rverar &1 AEEa BiF d6
gga ¥ AP H UM BT ©

(M) (A)—(), (B)—(@iv), (C)—(ii), (D)—(iii)

(2) (A)—(), (B)—(iii), (C)—(ii), (D)—(iv)

(3) (A)—(i), (B)—(), (C)—(iii), (D)—(iv)

(@) (A)—(i), B)—(iii), (C)—(1), (D)—(iv)

(5) sraRd ueA

I IREIEER] ¥wiee wq gl

SuarTEd—faftte S sfaer Sufed &=t 87

(1) “/var/log/syslog’  (2) ‘etc/.bashrc’

(3) ‘~/.bash_history’ (4) ‘/root/.profile’

(5) <R e

CDMA ¥ &1 aread 87

(1) Bre A Tee—goR TR

(2 ore fSdoH 7139 v

() ars Ao AccIuaT T

(3) Jeger ¥ aediua v

(5) orgaRd e

oo Res R 39 Ut oA B forg fes

SUGNOT BT T fHar Srar 87

(1) TH.E1H. AR

(2) WinPmem

(3) {7 IRUYH H=R

(@) LIME (fomaa #9919 yasagaer)

(5) argaRa ues
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80. Sandboxing provides better forensic value than  80- AR faveryor & forw gfvdes @t GEEL H
honeypots for malware analysis because it - ISMIIT TeR BRRTH Fed F&H H=AT &
(1) I-ti Ker tacti - m; . el
captures real-time attacker tactics. ) = o~
(2) attracts live attackers. TR
~ (3 mimics production networks. (2) <3 BHATERT DI ATHY BT 2 |
(4) isolates code execution in a controlled (@) ST e BN TheT B T |
_ (@) v fRifyg aamEre § o Awea @
environment.
AT HRAT B |
(5) Question not attempted (5) srEiRa W
81. Which one is the best suitable combination of 81. fa= & U &1 Biaw—1 T BfAF—I1 HT TIY
Column-I and Column-II? el BT 87
Column-I Column-II PieA—I DieA—II
Mobile Device Chipset Hege feasa Roge
(A) Apple (1) Exynos (A) UTc () vl
(B) Samsung (ii) Fusion (B) Ju4TT (i) TG
(C) Realme (iii) Kirin (C) Rererh (iii) fbR=
(D) Honor (iv) Helio (D) 3R Gv) sferar
(M) (A)-(ii), (B)-(i), (C)-(iv), (D)-(iii) ESE (1) (A)-(ii), (B)-(i), (C)-(iv), (D)-(iii)
@) (A)-(iii), (B)-(i), (C)-(ii), (D)-(iv) ga,i% (2) (A)-(iii), (B)-(1), (C)-(ii), (D)-(iv)
() (A)-(iv), (B)-(0), (O)-(ii), (D)-(iii) (=] (3) (A)-(iv), (B)-(0). (C)~(ii), (D)-(iii)
@) (A)-(iv), (B)~(0), (O)-(iii), (D)-(ii) (8) (A)-Gv), (B)-(1). (C)-(iii), (D)-(ii)
(5) Question not attempted (8) Srg=iRa weA
82. Which of following section of Bharatiya Nyaya  82- WReflg =g wfedr 2023 &) g § & &=
- Sanhita 2023 deals with punishment for murder URT ST &9 & U8 ¥ Hefeg 27
offence?
(1) 103 (2) 302
(1) 103 (2) 302 5 "
@) 261 @ 119 (3) 261 (4) 119
(5) Question not attempted (®) SgARe W
83. Shodan is useful in OSINT because it can do - 83. geT OSINT # #ewgol 2, @ifs a8 —
(1) Secures vulnerable IoT devices from outside (1) GRITT IoT SUSBROT &I 98 &HoAl |
attacks 8
. . o () drera Hifsar  uwaEeel Afdaal @
(2) Profiling of social media influencers _
(3) i =
Detect deepfake videos (3) Sy AT BT AT ST &
(5) Question not attempted (5) ralRa A
63-0 Page 17 of 32



84.

85.

86.

87.

88.

89.

Which of the following logs can be used to
analyse network traffic and help investigators to
track data back to their source using MAC
addresses?

(1) System Application logs

(2) BGP logs

(3) Web Session logs

(4) ARP log

(5) Question not attempted

Which of the following pair is NOT correctly

matched?

(1) Honeywell — Record attackers activity

(2) Honeypot — Lure attacker to network

(3) Zombie — Distributed denial-of-service
attack

(4) Honeynet — Network of firewalls

(5) Question not attempted

Which of the following tool is used to analyse
Facebook profiles?

(1) X1 Social Discovery

(2) DB X tract

(3) Aid4mail

(4) Pro Discover Basic

(5) Question not attempted

Which section of IT Act deals with Cyber
Terrorism?

(1) Section 69C (2) Section 69F

(3) Section 66F (4) Section 66C

(5) Question not attempted

What are the maximum number of addresses
IPv6 supports?

(1) 2256 2y 2%
(3) 2% (4) 232
(3) Question not attempted

Which of the following device is used when an
Ethernet network sends information to a
computer on another network?

(1) Bridge (2) Gateway

(3) Repeater (4) Router

(5) Question not attempted

E3m
B3

84. frafaRag & & SFY ST &1 SUdnT Aedd

85.

86.

87.

88.

89.

2 @1 Az o B 3R STigdaleil dT MAC
d BT SUINT HRD SEl Bl SHd A 9= a1fid
2% B A Heg B B [o1¢ fHar S | 27
(1) Ryeq ufrmeE anT

(2) drsdn &

(3) Jg HAIH T

(4) gamRdL |nT

(5) srgaRa we

foreferRad | BIET I WE T A A T8l
ECI1

(1) &ae — gHameR Tfafaf Refe wem

(2) gdle — EAEER BT A UX T

@) o — Rfeges SFaa—sie—afdw

IcH
(4) 9T — BRINAlA &1 Hedd
(8) ergaRd e

fr=forfad & & S99l < Hagd b 6l
vy o= & fow SuanT fRar ST 87

(1) Tag1 AT fS&hadl

(2) ST T ¢

(3) T4

(@) U7 fezpar 9@

(5) sraRa e

AEIR AGHATE AL Tae @ e a1 &
afafa AT 87
(1) Section 69C
(3) Section 66F
(5) sraRa we
IPv6 ERT foras aifleds Tgd U f&d S
&7

(2) Section 69F
(4) Section 66C

(1) 2%¢ (2) 2128
(3) 2% (4) 2%
(8) Ig<IRa ue

forer 3 3§ 59 SUaRYT @ qegH A TP $RAC
Yeddh §ER Wedd W TH HRYER B A
TSTar &7

(1) o= (2) Treq
(3) RYrex (4) =R
(5) srgalRa we

63
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90.

Which of the following correctly describes the
hierarchical file structure of a SIM Card?

(1) Root—Elementary Files—Directory Files
(2) Directory Files—Root—Elementary Files
(3) Elementary Files—Root —Directory Files
(4) Root—Directory Files—Elementary Files
(5) Question not attempted

90.

frfafaa § @ @99 9 S1€ 1 gergsHd
BIgel AXaAT BT A&l 99 HAl 87

(1) Fe-ufoHdl Bsca—SANTe] Biged

(2) SRTE BFEca—>He— UleHe! HIsed
(3) UfeHid) FIEca—oHeTRNGEN! HIged

(4) Fe—TERTEY BIgca—TUTHET BIged

(8) Ig=Ra weA

91. In case of strongly compressed or low-resolution ~ 91. srfds  Hgfag a1 wHH-Rojfegee e
CCTYV recording, which factor can be the most A G RpifeT & AWl d, Rais fer U
critical for verifying the authenticity of recorded qgﬁvr B THATOTGAT T Iud B BT HIAd]
footage - PRS I ASTAYUT B FHaT B2
(1) Analysis of metadata and video forensic (1) Aererer &1 fagewu ik @ifsar wRfbs
analysis fagorgor
(2) Length of the recorded footage (2) Rers fdy T ;ﬁﬁr GARCEIE]
(3) Frame rate of the video (3) fifsar @ BH T
(4) Compression format of the video file (4) fSAT BIsd HT AT UTHY
(5) Question not attempted (5) srgalRa =
92. Memory acquisition is not an atomic operation 92- /= # ¥ 9 HRUT ¥ FARI JARRIEUT UH
due to which of the following reason? TSI IgNeE 98] 27
(1) The dynamic nature of Random Access (1) Yoo va TN Y iferieT wepfa & o
Memory causing inconsistencies in the urq Eyuvite § rgafadt &7 M

(2) CCacI)thrllllr;tciloer: er)sgl;;e file during acquisition @ SJW‘JTE ; e W Tt e S BIN] ’

(3) The inability to capture encrypted memory & ST Eelt o R ]
regions AT

(4) Size limitations of Direct Memory Access @) = “,13 HEIUICARI L IES I IS S
devices Y

(5) Question not attempted (5) SrgaRe we

93. The ...ovovnesnen brings a page memory only 93. . US HERNI B ATIIIHAr B U AT
whenever it is needed. g
(1) Defragmentation (2) Segmentation (1) by (2) eI
(3) Fragmentation (4) Demand paging (3) BT (4) fEHvE Ui
(5) Question not attempted (5) srgaiRa ueA

94. Firewall logs showing ‘DROP’ actions for 94. U1 22 Wk a9 91t &fhas & 1w ‘DROP’ fpay
inbound traffic on port 22 indicate - ™ arer BRRdta ST T ST 87
(1) DNS zone transfers (1) DNS SF qT-1aRoT
(2) Blocked SSH brute-force attempts HsE (2) 379%E SSH -5 YT
(3) Successful SSH connections Y (3) 9%l SSH HHF9
(4) FTP file transfers =] (4) FTP WIgdl 1G0T
(5) Question not attempted (5) sraRd ueA
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95.

96.

97.

98.

99.

Which of the following option helps in DDoS
attacks in computer systems, wait for the user to
trigger the cyber-attack?

(1) Virus (2) Botnets

(3) Chatbot (4) Worms

(5) Question not attempted

Call Detail Records (CDRs) typically do NOT
include -

(1) Cell tower location

(2) IMEI number

(3) Call duration

(4) Audio of recorded call

(5) Question not attempted

What is the primary reason to use a hypervisor
for digital forensics?

(1) To ensure all logs are extracted from
suspect’s host machine.

(2) To recreate suspect’s environment for
analysis.
(3) To allow Intrusion detection within

virtualized system.
(4) To access the suspect’s BIOS setting.
(5) Question not attempted

Which of the following is NOT a correct

statement for a File System?

(1) exFAT is related to the File System of
Windows Operating System.

(2) exT4 is related to the File System of Linux

Operating System.

APFS is related to the File System of

Window Server Operating System.

(4) exFAT is related to the File System of
macOS.

(5) Question not attempted

(3)

Which component of the TOR network is most
vulnerable to traffic correlation attacks?
(1) Onion service descriptor

(2) Exit node EEE
(3) Middle relay ﬂ‘:—’rrk

[=]

(4) Entry node
(5) Question not attempted

95. f=1 # & @i=wl fAwey Hryer Red § DDoS

96.

97.

98.

99.

Bl H Heg HNaT 8, SUANTHAl gRI AIgaR
3fSH Pl SR B B Gelem Hrar 87

(1) ar=RE (2) dfecH
(3) Tedic (4) dr=
(5) IrgaiRa ue

Pl f&ear RPEH (CDRs) # AMAR IR &1
e A1 BT 87
(1) 97 Trax @I+

(2) IMEI 9a}

(3) Pfer ol

@) RepiSs sier &1 amarcT (3R
(5) sreeRe ue

fefres BRRA & Y suRaEsR &1 SYANT

R BT WIHE HIROT FT 87

(1) dfery & gre 739 | 9R | Merer
g 3|

(2) Wfesgy @ arareRer w1 {gewo & forg
AT =T |

(3) qderegve fRiveA # IfRigd Wdw &7 udl
T @Y A T 2

(4) <ifgwer @5 BIOS ¥fe™ & Uga & forg|

(5) IR e

o § ¥ P9 $UF B REH ® Hed d

WE &l 87

(1) Toawe, e e Red & wisd
Ry ¥ gefog 2|

(2) exT4, o SIRfET Ren @& WA
g 9 Haford 21

@) vfiuwyy, e war ST fRed &
HIEo s O Aefd 2

(4) vawe, A e Rved & wga RieH
I Hefed 2|

(8) arg<iRa e

TOR <edd &1 HBIAAT gch fhd Asddd

gqall & foru wew e argriee 27

(1 nfags afda feRerex

(2) gfigie 91

(3) 7= Rax

(4) T s

(5) sraRa we
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100.

101.

T TSR TN Y S

E 102.

103.

A rootkit hiding via Direct Kernel Object

Manipulation (DKOM) can evade detection by -

(1) Injecting code into the pagefile.sys

(2) Encrypting its process memory

(3) Modifying SELinux policies

(4) Unlinking its process entry from the doubly
linked list

(5) Question not attempted

Internet Protocol Detail Record (IPDR) analysis
is most useful for investigating -
(1) Physical layer errors

(2) Bandwidth usage patterns and internet
sessions
(3) Encrypted VPN traffic

(4) DNS spoofing attacks

(5) Question not attempted

What does a network sniffer capture at physical
layer?

(1) Application and its payload

(2) Raw bit stream of network traffic
(3) Domain Name Server queries

(4) Firewall rule violation

(5) Question not attempted

What is the role of Mini-WinFE in forensic
investigations?

(1)
(2)

It performs instant RAM captures.

It is a boot utility that helps in acquiring data
from disks.

It blocks network traffic to prevent external
manipulation.

It prevents malware execution during live
forensics.

(5) Question not attempted

(3)

4)

104. Which factor makes it difficult to apply Locard’s

Exchange Principle in digital forensics?
(1) Chain-of-custody documentation

(2) Standard Operating Procedures (SOPs)
(3) Use of cryptographic hashing

(4) Ephemeral nature of digital traces

(5) Question not attempted

=
CIEREE

100.

101.

102.

103.

104.

SRRIE HHd feotae AfTgee™ (1.5 .30TH)

® HeIH 9§ fOUT 9o Us wefbe fhad g

Udr S A 99 Ahdl 27

(1) pagefile.sys § ®I€ Soldc BT

(2) *1g=i1 ufshar FHRI &7 Ufspe &RAm

(3) SELinux =Nl &r Aefera &eer

(4) sgcit fefas T & U= ufdhar ufdfie &7
AT HRAT

(8) S g<IRT uwH

gcx-e Ueidid fSca Refs (IPDR) fagaiyoy

foae sravor & forg waw IggnfT 87

(1) ifee w=a Ffeat

(2) defager IugnT Ue 3fR gexae w9

(3) yfspcs VPN ¢fhs

(4) DNS H[%hT &Hcl

(5) sraRa g

s AW Bisiee o o Far g1RTeT &xan

a7

(1) ufteTdpee 3R SHET Udrs

(2) Fcas fha &) I fae <=

(3) SFF 9 AN & 9dra

(4) wrRdTd a9 &1 Seoigd

(8) rg=IRT U

BRSPS F AN—WinFE &1 @1 e 87

(1) g8 dhld RAM $wR &Rl 8 |

(2) I8 Usp g gefardt 2 o f$wp 9 ster ura
S H AEEAT BT B |

(3) I8 9B BXHR Bl AP b AU Acas
e B sravE BT B

(4) g8 159 RN & s JAddar e
Al B |

(5) SrRd ue

BT FRE Sfoea wR ¥ Ao

vaadsl Rigid &1 dr] S HieT g9 e 872

(1) IF—IMH—BITS! TIATAG BRI

(2) A Haras ufhand (SOPs)

(3) e eRFT &1 SuanT

@) SRyea frml &1 wiRa uefy
(et wopfa)

(5) srgaRa e
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105.

106.

107.

108.

Which of the following gives the best matching
combination?

Column-I
(A)
(B)
©)
(D)

Computer Forensic Software
Mobile Forensic Software
DVR Forensic Software
Video Forensic Software
Column-II

(i) Oxygen

(ii) Magnet Axiom

(iii)
(iv) Mandate

(1) (A)-(iv), (B)-(iii), (O)-(1), (D)-(i1)

Magnet Witness

(2) (A)-Gid), (B)-(iv), (O)-(), (D)-(i1) [Els

() (A)-(iD), (B)-(i), (C)-(iii), (D)-(iv)

(4 (A)-(1), (B)-(iii), (C)-(ii), (D)-(iv)

(5) Question not attempted

Which of the following forensic tool can be used
for acquiring data from a mobile device?

(1) RegRipper

(2) Sleuth kit

(3) Cellebrite UFED

(4) Autopsy

(5) Question not attempted

Which provision is NOT newly added in
Bharatiya Nyaya Sanhita 20237

(1) Section 114 for hurt

(2) Section 113 for terrorist act

(3) Section 111 for organised crime

(4) Section 112 for petty organised crime

(5) Question not attempted

Which of the following is not a Hash function?
(1) SHA-512 (2) Whirlpool

(3) SHA-1 (4) DES

(5) Question not attempted

105. oy & 9§ & I99T 99y wel A &1 s

106.

107.

108.

14
D1
(A) FE BIRRYD FFedIR
(B) HIETSH BRATG GHedas
(C) DVR ®RfH® AYcdas
(D) ifsar vRRY® didedax
DreaA—I1
(i) A=
(i) H=e yfderei™
(iii) e e«
(iv) #Hee
(1) (A)-(iv), (B)-(iii), (C)-(i), (D)-(ii)
(2) (A)-(iii), (B)-(iv), (C)-(1), (D)-(i1)
(3) (A)-(ii), (B)-(i), (C)-(iii), (D)-(iv)
(@) (A)-(1), (B)-(iii), (C)-(ii), (D)-(iv)
(5) sraRda usH
frfafad & ¥ 9w RS <o AErEd
fEarsw 9 sor ud &= @& fog ST fean
ST FhdT 87
(1) IR (RegRipper)
(2) 31 fFHe (Sleuth kit)
(3) JAtgTsT Y UF.E.SN. (Cellebrite UFED)
(4) IffST=T (Autopsy)
(5) sraRa weA
HIFET WifdeT R iy dfgdr 2023 # F491
&l Sirer AT 27
(1) I ugam & forg gwT 114
(2) IdHmardl o & Y gRT 113
(3) wufed =T & forg gwT 111
(4) U< Efed R & folg gwT 112
(5) IrgaRa U
fraferRag & & 9T 89 Bage 81 87

(1) SHA-512 (2) Whirlpool
(3) SHA-1 (4) DES
(5) argaRa ueH
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109.

110.

111.

112,

What is the role of hiberfil.sys file in Windows

forensics?

(1) It
memory.

stores compressed copy of volatile
(2) It stores a log of all user activities and session
logs.

(3) It provides access to the master file table of
the disk.

(4) It serves as a backup of windows registry
hives.

(5)

Hackers

Question not attempted

and
vulnerabilities in a system & don’t intend to

who help in finding bugs

exploit a system are termed as -

(1) White Hat Hackers (2) Grey Hat Hackers
(3) Red Hat Hackers  (4) Black Hat Hackers
(5) Question not attempted

Which of the following is NOT correct about

Prefetch folder in Windows Operating System?

(1) Gives details of number of times an
executable was executed.

(2) Gives details of date of executables last run.

(3) Gives details of connected USB devices.

(4) Contain files with .pf extension.

(5) Question not attempted
What is a significant advantage of using Linux
ISO images for digital forensic investigation?

(1)
(2)

They bypass encrypted file system.

They automate the entire forensic analysis
process.

(3)
(4

They are faster than windows forensic tools.
They prevent writing to evidence disks by
default.

(5)

Question not attempted

109.

110.

111.

EIEEI
i

fdsrsr @1 ®RRA® 79 H hiberfil.sys HBIgcl &1

T HEd B°

(1) Ig drarersd HER @ Aaifesa ufa wufad
I B |

(2 g 9 STrEar fafaft iR w=
gfae (@) dufea & 21

(3) I feTh FT ARSY WIS <dd BT TR
YT Bl B |

(4) gE fSIg ITE 85 & dd3U & ®I H
BRI BT |

(5) IrgIRa U=

THY ol RIeCH &I (aa<ilsc A8l HYd & WIS

3 Red § 9 91 geRifefrds &l ged #

I8 B 8, HEATd & —

(1) =B g gpd (2 T B 8y

(3) Y8 BT BFY (4) =1® &< 2pY

(5) arg<iRa we

1 3 @ B9 fAveg IRfET Rves & fiv=

Plee & Hed H el T8 87

(1) TRTIRETe & Tasiiage 8 &1 AT &l
faavor <ar 2

(2) THiegCacd & R 39 81 @) s &1
faavor 241 2

(3) ST 88 USB (Jud)) fSagsa &1 sy
I

(4) pf URISIH &) BIged @l & |

(5) orfaRd ued

HETAYUT AT T 87

(1) 9 tfores BIsd RiRed &1 9999 B <d
=

(2 9 R BRAF Aeayor &t ufhar o1 e
P ST B

() g Sy RS < & g F o9 B
g1

4 7 Iplece w9 W wew o w® foraa 3
99Td B 2 |

(5) IR weA
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113. Which 4G technology supports transmission 113- Bl 4G T&-d 45 Mbps I 144 Mbps @1

speed of 45 Mbps to 144 Mbps? craffe= i &1 wHelH BT 87
(1) Ultra Mobile Broadband (UMB) (1) srcgT Higsd disds (UMB)
(2) Mobile WiMax (2) AaIsed WiMax
(3) Long Term Evolution (LTE) (3) &=t 24 garege (LTE)
(4) Orthogonal Frequency Division (@) i el e alfadT
Multiplexing (OFDM) (OFDM)
(5) Question not attempted (5) srgalRea e
114. Integrated Circuit Card ID (ICCID) number is 114. gfeiies wfbe w1 gl (ICCID) 7R 7=
printed on which of the following? # 9 f5g W fifle gar 87
(1) POS Machine (2) Mobile Phone (1) POS == (2) AEaEd B
(3) SIM Card (4) Laptop (3) Rm w1 (4) Uety
(5) Question not attempted (8) SrgaRd ue

115. According to NIST Guidelines, which mobile  115. gq.ang g dl (NIST) fRenfadel & sgaR, fd
forensics method involves using an electron Aiarsd BRRYS [ A Fifre Ied iR gaaa

microscope to analyse logic gates and magnetic Afsar &1 fagewor s & faw golag=
media? AEHRGIT HT IUART faar e 27
(1) Hex dumping (1) 2o Sf
(2) Logical extraction %ﬁ%‘ (2) FIfTPa g aR
(3) Chip-off [Eeees (3) fau—aitw
(4) Micro read (4) AT IS
(5) Question not attempted (5) aﬂﬂﬁﬁ e
116. Slack space in a disk partition is best described  116. fe3 fqwo= # Wi WH HT HaH S| VE
as - W 39 "eN afvig fear mar € —
(1) Free space in the volume’s file allocation (1) dfcgH & BIgA 3MTGe alfeid] H Elell I
table (2) Fovex ¥ <l Ser wigdl & HEfed
(2) Residual data in clusters allocated to files o Tar
(3) Unused space between partitions () frraEl & 99 Ed I
(4) Space reserved for bad sector mapping (4) @rrg Qaex AftT & forg sRféra e
(5) Question not attempted (5) sraRd we
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117.

118.

119.

120.

121.

Which is NOT a correct statement for Bharatiya
Sakshya Adhiniyam (BSA) 2023?

(1) As per Section 57 of BSA 2023, electronic
and digital records are included as primary
evidence.

As per Section 61 of
admissibility of electronic
records are newly added.
Section related to provision of Repeal and
Saving is deleted in BSA 2023.

As per Section 63(4)(C) of BSA 2023, two
formats of certificate are given in the
Schedule of BSA 2023.

(5) Question not attempted

(2 BSA 2023,

and digital
3

4

The “Secure Enclave” in i10S complicates
forensic analysis, because it -

(1) Blocks jailbreaking tools

(2) Encrypts the entire file system
(3) Owns its AES engine

(4) Disables USB debugging

(5) Question not attempted
Which of the following forensic technique can

be used to verify the time-location authenticity
of an audio file?

(1) Time-reversal Symmetry Test

(2) Electric Network Frequency Analysis

(3) Spectral Power Analysis

(4) Echo Cancellation

(5) Question not attempted

Which of following section of IT Act 2000
empowered the Central Govt. to designate
specific departments, bodies or agencies as
examiners of Electronic Evidence?

(1) 69A (2) 59A

(3) 89A (4) 79A

(5) Question not attempted

Which standard is not used for Digital Forensic
Laboratory?

(1) ISO 9003 (2) ISO 27001

(3) ISO 17025 (4) ISO 9001

(5) Question not attempted

E%El
* ¥
o

117.

118.

119.

120.

121.

TRA™ eg S (@gwg) 2023 @ fog

BT BUT TE! T8l 87

(1) flgay 2023 & gRT 57 & IR,
goiaeit-p der fefstes Reie @1 urfas
qeg & w9 H IfAe fear Tar 2

(2) digay 2023 @ URT 61

iy 2023 # B2 TS €

(4) dIgEy 2023 &I gRT 63(4)(A1) & AR,
dITHy 2023 & SIS H Aicfhde B ol
wife R gY 21

(5) rgaRd wed

i0S # "Rk Uraeld” wRR¥e Qg @1

Sifed g9mar g, @i a8 —

(1) SIfhT < BT il HRar

(2) ¥ wiza Red &1 tfspe &var 8

(3) SH®T Ga FT TLI.A. (AES) §919 &

(4) USB ST &7 37678 BT &

(5) srgaRea ue

ST wIgal & FAI—E  UHIOTHAT BT

A & & 1w Bl BRRYP dh-ile &l

ST AT Sirar 87

(1) a—Rade R o<

(2) goifdg® cad hadRit favaor

(3) HWaedl urar fagaiyor

(4) 3@ BT

(5) srgaRea e

TSI Tae 2000 & 7 # 9 I aRT Sy

WARER P el faurr, 9 semEr ol &l

FIFElh USe B Udied a9 @ forg ifded
Bl §7

(1) 69A (2) 59A

(3) 89A (4) 79A

(5) araiRa uee

= 4 9 aqar Rvee fEfiea wRfts
SRS @ fory vgEe e e 27

(1) smgussil 9003 (2) smETHIT 27001

(3) amETwail 17025 (4) IMESYWRT 9001

(5) rgRa ue
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122. Which of following packages is related to the 122. f=1 # Hlar Yo, yrgiss feaga § HAgH
Facebook application in the android device? Uftash o 9 Hafta 87
(1) Facebook katalia/package (1) Facebook. katalia/package
(2) com.facebook.katalia (2) com.facebook katalia
(3) Facebook.com/package (3) Facebook.com/package
(4) com.facebook.katana (4) com.facebook katana
(5) Question not attempted (5) argailRa ued
123. ... is responsible for 123 fmfET Rreew # ufhaeit @1 gell wrgel Bl
tracking/managing open files for processes in TH AT AT B D (TG oooeeeeeeeeernonen IaRardl
operating system? Bar 2 |
(1) /proc file system (1) /proc wisel ReeH
(2) File descriptor table [E1ZE (2) wga fefepex <aa
(3) Task control block =43 (3) TR® Bgldd D
(4) fdx-set (4) TH.Iyaa—Ae (fdx-set)
(5) Question not attempted (8) 3FART weA
124. Which of the following technique is not used for 124 f=1 % ¥ S Ay B waFT ST wfde™
detecting anomalies in video surveillance? # Ry &1 gar o # S8 gar 87
(1) Autoencoders (1) fcivTarsyd
(2) Steganography (2) AT
(3) Recurrent Neural Network (RNN) (3) YT e Acgd (IR.YA.TA.)
(4) Convolutional Neural Network (CNN) (4) PargIHA I Jeas (AUA.TA)
(5) Question not attempted (8) FrgIRa g
125. The ‘mmssms.db’ file in Android is associated  125- Ugfg€ ¥ ‘mmssms.db’ ®Tgal fHaw Haferd 87
with - (1) sTSSR sfaer™ (2) GPS ¥
j . (SIEZIES))
(1) Browser history  (2) GPS locations 5y Sy e @) S G
(3) Call logs (4) Text messages ()
(5) Question not attempted (5) IrgaiRa ueA
126. A key characteristic of NFC 126.NFC (Fmx Piees ®HgfF@eH) € (6 999
(Near Field Communication) is - faewar 8 —
(1) Ephemeral, proximity-based transactions (1) &ifdres, Freear—mnRa o e
(2) Long-range data interception (2) =& 2 BT ST FRITE
(3) Centralized log storage () HEHa AT LIRS
(4) Strong encryption by default (4) fIwiee ©U | Holga QPR
(5) Question not attempted (8) IR weA
127. Which of the following software manufacturer 127- /7 & & H=QT HFeddR fEtar ¥ (RAM)
does not develop RAM dump software? SH AlFedaR TEl g 87
(1) Magnet (2) Belkasoft 1) f=e (2) deHTe
(3) Exterro (4) Compelson (3) TaHCSNT (4) BT
(5) Question not attempted (8) srgaiRa wed
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128.

129,

Forensic analysis of drone data is hindered by -
Q)]
(2
(3)

Open-source flight controller software

GPS spoofing during flights

Digital evidence may be lost upon power
loss

(4) Use of MAVLink protocol for ground
control communication

(5) Question not attempted

What is NOT recoverable during Forensic
Analysis of a Fitbit wearable device?

(1) Wi-Fi passwords

(2) Mail

128.

129.

S STeT & BRR® vy feas grr aifea

BT 87

(1) MU FelTse BEleR AFERR

(2) gelrge & SRME GPS T

(3 R @ EM WX f¥fSed weg A= @
Hhdal &

(4) TS dgld HgfHdeE & foly MAVLink
Yreldhicl BT SYART

(5) Srg<IRd weA

fihefde JaREd SUBRYT & BRRYS RAgeyo &

SR FT gAY eI AT 1 Fehdr 87

(1) IE-%E INaS

(2) 7 (Mail)

(3) gy 7Y 3R WU ®ree ar

(3) Heart rate and step count data

(4) Geoservices E#EE @) R
(5) Question not attempted (8) 3rgaRd weA
130. Which protocol is used for signaling in VoIP  130. yVoIP ®fa # Ryl & forw fra Wieiaiar &1
calls? IUGRT fHar e 87
(1) SI1P (2) TLS (1) SIP (2) TLS
(3) RTP (4) RTCP (3) RTP (4) RTCP
(5) Question not attempted (5) srgaRa ueA
131. A hoax call with synthesized voice cloning can  131- Riggse digd FllFT arell U e it &l

132.

be exposed by analysing -

(1) Lack of natural prosody and breath sounds
(2) EXIF metadata in audio containers

(3) Frequency modulation in NFC signals

(4) Bitrate consistency in MP3 files

(5) Question not attempted

What is the main goal of jailbreaking in forensic
investigations?

(1)
(2)
(3)
(4)

Bypassing google play restrictions.
Unlocking the Android device for resale.
Gain root access to extract system files.
Used to extract data from Android mobile
device.

(5)

Question not attempted

132.

s ey grRT SR fhar ST Jadar 87

(1) WIHidd UIEIS] 3R 9 &1 ars] &1 S

(2) 3iifsar He=X d EXIF #ersel

(3) TAuwHl et § fhad¥l dislere=

(4) MP3 wTgal 7 faeve dfa

(5) srg=Re weA

BRETS S H ST B = Seed w1 27

(1) e o gfEe S T AT |

(2) g=: famr & fog dgiss feasw &1 eFdl®
AT |

(3) Rew wIsdl & F@dre & oy we Ty
T AT |

(4) Ugizs AlNEd fSasd ¥ Ser urd &9 §
Tad BT T

(5) Irg<IRa ue=
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133.

Which of the following option does not falls

under an ethical dilemma in analyzing live

malware samples?

(1) Ignoring Integrity

(2) Balancing researcher access vs. potential
misuse

(3) Ensuring encryption

(4) Avoiding dynamic analysis

(5) Question not attempted

133.

= F @ e fQeey dga JadaR T B

e # Afas gfaem 780 w=war 287

(1) srgvsdar Iufera smT

(2) Tedl g gAH FAIfAT gRUANT Bl
Hqferd HRAT

(3) ufspwr gFfaa sr

(@) wfersfier faveror | g9

() argRa ue

134. Which of the following is NOT typically stored  134. fp=7 % 9 sl=ra1 AR W IS vfafie seew
in the Windows Registry database? # dudiq A81 |ar 87
(1) User interface preferences (1) SughTHd! $exhd ArRIfHEa
(2) Decrypted user-passwords (2) STENTRdl & f¥fres urwas
(3) Application configuration settings (3) yfteraeH sy Afe
(4) Paths to recently accessed files (4) T7d & H (A9 B TS HBIsell © UA
(5) Question not attempted (5) gaRa gw=
135. PNG stands for - 135. fr =S @r 27
(1) Portable Network Graphics (1) urdaa Acdd UTthad
(2) Portable Node Graphics EEE @ 9dsd |is mfhew
(3) Picture Network Graphics !"335‘5 (3) fUeeR Feas UTfthawd
(4) Picture Nano Graphics [ElEs (4) fageR =41 TIitha
(5) Question not attempted (5) argaRa ued
136. A VMware virtual machine’s disk data is 136. Y& VMware agsial #el< &7 &% SeT AHAR
typically stored in which file format? R 5w wigd ey ¥ \UEa &ar S 87
(1) “vdi (2) ‘.vhd’ 1) “vdi’ (2) vhd
(3 “.vmdk’ (4) ‘.qcow2’ (3) ‘. vmdk’ (4) ‘.qcow2’
(5) Question not attempted (5) aﬂaﬁa 9
137. Deepfake detection is complicated by - 137. Sunes fecaw fpad gRT wifed 81 Sl 87
(1) Lack of metadata in video files (1) Gifsar wigar § Acrser & &H
(2) Generative Adversarial Networks (GANs) 2) sRfee veaiR¥sl Sicadr (GANs) S
improving realism Fenefarg ¥ GuR Y o
(3) Overuse of blockchain technology s * R 5
(4) Availability of abundant resources for ok PLEE
analysis (4) fazeiyor & m Ugr ﬁ_\':hT‘rf DI IqTEAT
(5) Question not attempted (5) argaRa we=
138. Which component is analysed first to extract 138. g9 Wig & TRM, ISM @RT R AfIEH Sel
flight logs and navigation data during drone frpTer & fore et ggel f5y gcd &1 fageiyo
investigation? far Srar 27
(1) Radio transmitter (2) Protective casing (1) A erafaex (2) yrefoeg ofET
(3) Flight controller (4) GPS receiver (3) FISE BeleiR (@) shdiog AR
(5) Question not attempted (5) srgafRa e=
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139.

Which of the following tool can be used to
enhance poor quality audio in investigations?
(1) WordPad

(2) Audacity

(3) Windows Media Player

(4) Windows Microsoft Office

139.

i H @RI oreT drel ST &Y dgdw 991
% forv s f=faRaa 5 9 fFw Suswor &
SUArT fHar e 87

(1) asts

(2) SRy

(3) fIeg #ifsar =R

(4) S Arsshde Affthd

N T

(5) Question not attempted (5) raRd e
140. Shellbag  artifacts are primarily used to 140- AT FHenPpiadl H STAN T wY I T8
determine - FuiRa &= @ forg fvar T & —
(1) Size and location of the folders and libraries (1) SYAFTHdl gRT TeRTE by 7 Hiesk U4
accessed by the user ATSARAT BT IMBR TAT ABA
(2) Scheduled tasks executed via Task () YR B AegH I fForfea Fgygfrd
Scheduler Eap
(3) Passwords stored in RAM % (3) 3RYUA. (RAM) # Hufed yrdas
(4) Browser search history e (4) FSoR Wiel &1 sfosr
(3) Question not attempted (5) rfRa ue
141. Which characteristic of CDMA networks most  141-CDMA €& @1 SR I9War  dehtd
directly complicates immediate forensic data BRRE ST sy 31 e wfes AT 27
extraction? (1) 450 T8, TRIATHE 996! & |1 |iadl
(1) Compatibility with 4G LTE transmission (2) HRI—dlFe BEIAR W IR—FsABISER
standards TFIT bl &
(2) Carrier-locked hardware preventing (3) SUATTEAT FHIERT & o R & w®
non-subscriber access rizar
(3) Reliance on SIM card for user authentication (4) 98 SNaw 99 & 3T wiu A &1 SS9
(4) Use of sleep mode to preserve battery life (5) rARd U=
(5) Question not attempted
142. Which of the following is an Artificial 142-fr=foiRaa #§ & di=aT MEifhlRraa gfort
Intelligence based Open Source Intelligence X TR 3O W geferoid (OSINT) g
(OSINT) tool? &?
(1) Aircrack-ng (2) Maltego (1) RSl (2) Arec
(3) Metasploit (4) Snart (3) Feredige (@) e
(5) Question not attempted (5) srgaRa uz
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143. Which OSINT branch focuses on extracting 143 OSINT &1 S IET AAEG AL Hifgam
intelligence  from  public social —media T 3§ sefemia Fieem R Bigd {7

interactions?

(1) SIGINT (2) GEOINT
(1) SIGINT (2) GEOINT
(3) HUMINT (4) SOCMINT (3) HUMINT (4) SOCMINT
(5) Question not attempted (5) srgaRa e
144. Which file stores user-encrypted passwords in 144 forerg (Linux) # CARR EIEE]
Linux? SUNTHA—UFres Ugs Gaed Bl 8¢
(1) /etc/shadow (2) /etc/sudoers (1) Jetc/shadow (2) /etc/sudoers
(3) /etc/services (4) /etc/group (3) /etc/services (4) /etc/group
(5) Question not attempted (5) argaRa =
145. The first sector of a hard disk is called as - 145. g7 3R # ygdl WaexX &I HEl Sl & —
(1) Boot sector (2) Volume (1) g daex (2) aregH
(3) Partition (4) Master boot record (3) urdfer= (4) Arex g2 Rafs
(5) Question not attempted (5) ergaRa weA
146. Chain-of-custody for electronic evidence differs  146. goragife e & g T3 h—dcs! Hifad
from physical evidence because it requires - e ¥ = & wife 3O AawEdr il B —

(1) Sealing evidence in tamper-proof bags E'éii% (1) veere—=rll 7 # g & el BT
(2) Physical labelling with case numbers EfZE (2 39 Fav @ @ Aifde oEfeiT

(3) Witness signatures at every transfer (3) UAP BXTANYT TR ITATE] & BRIEN
(4) Reliance on timestamps and digital logs (4) cARw iR ¥fRTea @i w fAviwar
(5) Question not attempted (8) Ir=IRa ueA

147.From a legal standpoint, digital evidence 147-mr  gfewmr &, RRea ww
authentication is related to - (Rfrea WEISw) wamoieRr 399 Fafed & —
(A) The contents of the record are unchanged. (A) R®E &1 |l safafid 21
(B) The information in record has been changed. (B) R&re # Iﬁﬁfﬁ’ SR gea & T8 © |
(C) There is no metadata of digital evidence. (C) e TNSH &1 ®Ig AcIsel A8l 8|
Choose the correct option - wel fdeed g+ —
(1) (A) and (B) are true but (C) is false (1) (A) 3R B) @ & f&g (C) 3dd &
(2) (A) is true but (B) and (C) are false ) (A) T & fhg (B) 3R (C) 39 &
(3) (A) and (C) are true but (B) is false (3) (A) 3R (C) T g g (B) 3gd g
(4) (A), (B) and (C) all are true (@) (A), (B) 3R (C) I+ v €
(5) Question not attempted (5) araRa ueA
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148. Which is the major challenge in analysing The

149.

150.

Onion Router traffic?

(1) Traffic is always in plain text

(2) Traffic is illegal

(3) Traffic is blocked by default

(4) Traffic is encrypted and routed through
multiple relays

(5) Question not attempted

Which of the followings best describes Locard’s

Exchange Principle in Cyber Forensics?

(1) Cyber Forensics does not require physical

evidence.

(2) All

digital evidences are always self-
destructing after cyber-attack.

(3) Cybercriminals always leave behind digital

traces.

(4) Cybercrime cannot be detected without

sandbox environment.

(3) Question not attempted

In Multimedia Forensics, which of the following

deep learning techniques is commonly used to

detect morphed images?

(1) Bitrate analysis

(2) GAN fingerprinting

(3) Pixel depth variation

(4) Color histograms

(5) Question not attempted

148.

149.

150.

g 113 X1SeX e &1 fawaiver o= § J&g

FAKRT T 87

(1) £fbe g9em | S H BT 8

(2) ¢fhw a1dy 2

(3) b ¥l wT I 3aog 8T 8

@) s vFres B § ok &% Ra A
q we feHar o 8

(5) srgaRa we

o1 § 9 B9 Aga] BRNTT 1 diers Yaadl

RIgid &7 e 3BT qUH HIAT 87

(1) |zaR BRRAYFE @ Hifdes  qieg @
TaIHAr el Bl |

(2 o fRTea e AEaR gvcd & 915 B9
AL B S © |

(3) wEER R HaT e e sied & |

(4) grsaR IR Hedd grarEReT & fadr

e FEl ST HhdT |
(5) gaRa ue
AecHifEar wRfE® d, =1 § 9 A S
AT d@ie B SYART Afde BIAAl &1 udr
T & oy mdR OR far oiram 87
(1) faeve fageryo
(2) Suue. R
(3) e w1 fa=ar
(4) TR fEem™

(5) argafRka e

------------------------------------------
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